Pexomenaanuu MunucTepcTBa HM(PPOBOro pa3sBUTHS, CBA3H
U MACCOBBIX KOMMYHHMKauui Poccuiickonn @eaepauun no 3pPpeKTuBHOMY
Pacno3HaBaHUI0 GUIIMHIOBBIX MHCEM

®urmuar (aur. phishing) — Bua HHTEpHET-MOIIIEHHUYECTBA, 1IEJIBI0 KOTOPOTO
SBIIICTCSI TIOJMyYeHUE WICHTU(UKAIIMOHHBIX JaHHBIX TOJb30BaTeneil (JIOTHH,
napoJib, HOMEp KPEeTUTHOW KapThl M IPYrod KOH(HIACHIIMATHHONH HH(OpMAIHH),
a TaKKe 3allyCK BPEJOHOCHOTO MPOrPaMMHOTO OOEcleyYeHHs] Ha KOMIIbIOTEpE
MOJIb30BATENSI.

Takoii  BUI  WHTCPHET-MOIIEHHUYECTBA, Kak  MpaBWIO, OCHOBaH
Ha TICHXOJIOTUYECKOW MAHMITYJISIIUA W €ro IeJb — BBIBECTH YEJIOBEKa Ha TaKue
HMOIINH, KaK UHTEPEC, CTPaX, KaJHOCTb, 3JI0CTh, KEJIAHWE TOMOYb. DTO MO3BOJISET
OCJIA0UTh KOHIIEHTPAILINIO YEJIOBEKA, YCHIMMUTh €r0 OAUTEILHOCTD.

Tak, mpuMeHEHNE PA3INIHBIX TICUXOJIOTHIECKUX MMPUEMOB JCNIaeT TAaKOH BHI
WHTEPHET-MOIIEHHUYECTBA YPE3BbIYaiHO 3()(PEKTUBHBIM, B TOM YHUCJIE B OpraHax
rOCyapCTBEHHOM BJIACTH.

Ilpumep. /{ns 3n0ymviuiniennuxa He cocmasasem mpyoa HAumu 6 OmKpblImMbIX
UcmouHukax ungopmayuro o cmpykmype Baweeo opeana énacmu, onpeoeiums
KAI04eBblX OOJIHCHOCIMHBIX TUY U OOMeH KOPNnopamusHou noumsl Bawezo opeana
eracmu. Imo no3eonsem 310YMbIUICHHUKY COelamsb QUUIUHL08YI0 PACCHLIKY
NpUMepHO cliedyioue2o codepaicanus: « ¥Yeasxcaemwiii ....! B nepuoo ¢ 1 mapma no 3
anpens Ynpaenenuem uUHGOPMAYUOHHBIX MEXHOLO2UN NPOUBOOUMCS DeGU3Us
HOYUMOBbIX AWUKOE COMPYOHUKOS ... Bce Heucnonvsyemvie noumwsl 0yoym
omxkntodensl. Eciu bl nomyuunu OamHoe NUCLMO U NIAHUpyeme UCHOIb308aMb
OQHHbLIL NOYMOBLIL AWUK 8 OyOyweM, npocbba OnepamueHo GOUMU 6 JNUUHBLLL
Kabunem no ciedyroueil CColike. ... ...... »

[Tpu 3TOM CCBIJTKA, KOHEYHO e, BEACT Ha MOIETbHYI0 (OpMY aBTOPHU3AIUHU B
KOpIOpaTUBHYO 1ouTy. Eciu TOT i HHOM COTPYIHUK OpraHa BIACTH BOBPEMsI HE
MOMMET, UTO JaHHas PacChLIKa SIBISICTCS (DUIMTUHTOBOM, U TIEPEUIET MO CChUIKE, OH
OKa)XETCS Ha CTPAHMIIE, KOTOpast BHEIITHE HEOTIUYMMA OT HacTosIIeH (popMbl BBOIA
Y4eTHBIX JaHHBIX. KOHEWYHO ke, BBeIs JIOTMH W IMapoJib, TaKOW COTPYIHUK
«TOOPOBOIBHOY» TIEPEIACT X 3JI0YMBINIJICHHUKAM.

HepBOHaqaﬂmee AeHCTBUSA IpH MOJYYCHHH IJICKTPOHHOI'O MUCbMA:

Ecnu Bbl momyuunnu nucbMo, B KOTOpoM OT Bac TpeOyroT Kakoro-im6o
B3aUMOJICUCTBHS, B TOM YHUCJE HE3aMEMJIUTEIbHOTO, WM JXK€ TaKOoe€ IHCbMO
BbI3bIBaeT y Bac 11000mbITCTBO, 4yBCTBO CTpaxa WM MOOYXKAAeT K JEUCTBUSM,
HaIMPUMEDP, KOTKPOIN», IIPOUUTAI», KO3HAKOMBCS», TO 3aTyManTeCh U 3a/1aiiTe cede
CJIEAYIOIINE BOIIPOCHI:

0KHJIAI0 JIU S 3TO ITMCHBMO?
€CTh JIU CMBICJI B TOM, YTO OT MCHS TpeOyroT?
3HAIO JIM Sl aBTOpa TOrO MUChma?
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YBCPCH JIKA A B 0e301acHOCTH IMOJTYYCHHOTO 3JICKTPOHHOTO nicbma’?

Ecnn orBer XoTs Obl Ha OAMH W3 O3BYYEHHBIX BBILIE BOIPOCOB «HET» -
BHUMATEJBHO MpOaHAIM3UPYHTE COAEPKUMOE MHCbMa M, NPU HEOOXOIUMOCTH,
CBSDKUTECH JUIL KOHCYJIBTAIMM C NPEACTABUTENIEM TEXHUYECKOW IOIIEPKKH
Bamero oprana Biiactu.

NwmeiiTe B BUY, YTO 0COOOT0 BHUMaHUA TPeOYIOT MUCbMa, KOTOPBIE:

COJIEpKaT CCBUIKY ISl IEPEeXoJia Ha CTOPOHHUN pecypc (BO3MOXHO, CChLIKA
BEJIET Ha (PUITMHTOBBIN MOAENBHBIN pecypc). [Ipu 3ToM erie 60bIIero BHUMaHUS
3aCIyHUBAIOT MUCbMa, COJAEPIKALIUE «KOPOTKHE CCHUIKM», TaK KaK HEBO3MOKHO
ONPEIENNTb, KyJla BEJET TaKasl CChUIKA;

coJiepKaT BIIOXKEHUE (BO3MOXKHO, (pailll COAEpKUT BPEAOHOCHBIM KOA s
3apa)kKeHUs BallIEro KOMIbIOTEPA);

COCTABJICHbl HA UHOCTPAHHOM SI3bIKE;

UMEIOT 00JIbILIOE KOJUYECTBO MOTyyaTeneH;

cozepkat opdorpaduieckue oMok,

CBsA3aHbl C (PUHAHCOBOM, OAHKOBCKOW c(hepoil WM T'EONOIUTHIECKOM
00CTaHOBKOW.

Kak anaim3upoBaTh 3J1eKTPOHHbIE MUCHhMA?

1. IlpoBeprTe aapec oTnpaBuTedss (JIOMEH ajpeca dSJIEKTPOHHOW TOUTHI,
C KOTOpPOW MPHIILIO MHUChMO, JIOJDKEH COBIAJaTh C JOMEHOM, YyKa3aHHBIM
Ha O(QUIMAIBLHOM caiiTe opraHu3aldud, OT UMEHU KOTOPOMl SKOOBI HampaBJEHO
MACHMO, a JIOTUH TaKOW MOYThI, B CBOK OYEPEb, JOJHKEH COBNANATh C MPUHATOU
JIOTUKOM HX IOCTPOCHUS B TOM WM WHOW opraHuzainuu). IIpoBepsiite aapec
OTIPABUTEIS, JAXKE B CIy4ae COBIIAJICHUS UMEHU C YK€ U3BECTHBIM KOHTAKTOM;

2. IlpoBepbTe MOJTHOE WMMSI OTHPABUTENS (11 MPOBEPKU IOJTHOTO HMEHU
OTHPABUTENS, HABEIUTE KYPCOP MBIIIKH Ha YKA3aHHOE B TIUChbME UMSI OTIIPABUTEIIS )
W 3aTeM TMPOAHAIM3UPYUTE BBICBETUBIIUMCS aApec JJICKTPOHHOU TMOYTHI
B COOTBETCTBHUU ¢ MH(DOpMaImen u3 opuImaIbHbIX HCTOYHUKOB (CM. TIYHKT BBIIIIE);

3. IlpoBepbTe, TIpU HAIUYHMM, CCBUIKH, JaX€ €CIM NUCBMO TOJYy4EHO
OT Jpyroro mnonab3oBarens Bamielt uH(pOpMaMOHHONW CHUCTEMBI, M TIOMHHUTE
0 TOM, 4TO caM (hakT HampaBjiaeHUs Bam 1o 37eKTpOHHOM MOUYTEe CCHUIOK, BEIYIIHX
Ha CTOPOHHUU PECYpPC, ABISAETCA MOJ03PUTEIbHBIM:

- obpaTtuTe BHMMaHWE Ha Ha3BaHWE CailiTa, Ha KOTOpbIH Bam mpenmararot
nepeiiTi. B HeM MOXeT ObITh U3MEHEH NOPAI0K OYKB WJIH, HATPUMED, HEKOTOPHIE
OYKBBI MOTYT OBITH 3aMeHEHBI Ha MUGpPHl (Hampumep, www.sQbranie.ru). Kpome
TOTO, JJii BBEICHUS B 3a0Jy)KICHHE 3JIOYMBINIUICHHUKOM MOTYT  OBITh
WCIIOJIb30BaHbl CIIEUATU3UPOBAHHBIE CEPBUCHI COKpAIIEHUSI CCHLIOK (Hampumep,
bit.ly, tinyurl.com);

- HaBEAUTE KypCOpP MBIIIKM Ha CCHUIKY (He HAa)XKMMasi HA Hee, CChLIKA
NOSIBUTCST WM PAJOM € KypPCOPOM WJM B JIeBOW HM)KHell 4YacTH OKHA)
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u nposepbTe, uToObl URL, ykazanHwlii B 3iekTpoHHOM cooOmenun, 1 URL,
O0TOOpa)kaeMblil IPU HABEIEHUH KYypCOpa Ha CCHUIKY, COBIA aJIH;

- Takke Bbl MokeTe BpydHYIO (HE KOMUPYs €€) BOMTh MOJYUYEHHYIO CCBUIKY
B CTPOKE MTOMCKOBOM cucteMbl (SIHaexc, mail.ru u ap.). Takoi MeTos mo3BoauT Bam
3aMETUTh BO3MOKHbBIE «OLIMOKM» B TIOJyYEHHOU CCHUIKE;

4. IlpoBepbTe HAIMUME BIOKEHUN. EClM OTIIpaBUTENb, JJIIEKTPOHHOE MHCHMO
Y NPUYMHA, IO KOTOPOW Bac mpocAT OTKPBITH BIIOKEHUE, BBI3BIBAET JIAKE CaMOE
HE3HAUUTEIHHOE TI0JI03PEHUE — HU MPHU KaKUX 00CTOSATEIHCTBAX HE OTKPBIBAMTE €T0.

5. Oo0pamaiiTe BHHUMaHue Ha BO3MOXKHBIE oONedaTkH, opdorpaduveckue
OmUOKH, OOJBIIOE KOJMYECTBO IMPOMUCHBIX OYyKB, COBIAJCHHE Ha3BaHUU
OpraHu3alyyd, WUMEHH OTIIPABHUTENS] U COAEPKUMOTO B TEKCTE HJIEKTPOHHOTO
IACHhMa;

6. Ecaum mnojgydyeHHOE MHCbMO BBI3BIBAET COMHEHHUSA, [0 BO3MOKHOCTH,
CBSDKUTECH C OTIIPABUTEIIEM WJIN CO CIIPABOYHOM OPraHU3aluu, OT KOTOPOH MPUIILIO
TaKO€ JJIEKTPOHHOE NUCHMO, MO JAPYroMy KaHaiy CBs3d. IIpm 3TOM KOHTaKTHBIE
JTAaHHBIE HYKHO OpaTh U3 aBTOPUTETHBIX HCTOYHUKOB, HAIPUMEP, Ha O(UIIUATTEHOM
calTe OpraHM3alliy, a HE U3 HAIllPpaBJICHHOro BaMm nuceMma.

Yro nenarp, eciid Bol 00HapyKuIM (PUIIHHIOBOE NMCHbMO?

1. He mepexoauTe 1Mo cchlIKe, 0COOCHHO, €CJIM OHU JIJIMHHBIC WIIH, HA000POT,
CO3/IaHbI IPU TOMOIIY CEPBUCOB COKPAICHUS CCBUIOK;

2. He HaxuMmaiiTe Ha CCBUIKH, €CJIM OHM 3aMCHEHBI Ha CJIOBA;

3. He xonupyiiTe agpec CChUIKH;

4. He oTKpbIBaiiTe MU HE CKAauMBaWTE BJIOKEHHUS, OCOOCHHO, €CIIM B HHUX
coJiep)Karcs JOKYMEHTHI C MaKpOoCaMH, apXWBBI C IMApOJIsIMHU, a TakkKe (haiyibl
¢ pacumpenusimu RTF, LNK, CHM, VHD;

5. He moarpy»xaite KapTUHKA OT HE3HAKOMBIX JIKOJIEH;

6. He 3amyckaiiTe Makpochl B ODUCHBIX MPHIOKEHUSIX (MAKpoc — 3mo Habop
KOMAHO U  UHCMPYKYUll,  SPpYNNupyemvix  emecme 6  8uoe  eOuHol
KOMAHObL ons asmomMamuieckKo2o BbINOJIHEHUS 3a0auil.);
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7. He nepecbutainTe nuchbMa KOJIJIEram;

8. Tlpoundopmupyiite Ciy)x0y TEXHUYECKOW MOJJIEPKKH CBOErO0 OpraHa
BJIACTH/aIMUHUCTPATOPa UHPOPMAITMOHHOW CUCTEMBI, HAIIPABUB €MY IMOTYYEHHOE
MHUCHMO KaK BJIOKEHME;

9. Ynanure pUIIMHTOBOE MUCHMO.



