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1. OBIIASI XAPAKTEPUCTUKA PABOYEHN ITPOI'PAMMBbBI
INPOPECCHOHAJIBHOI'O MOAYJISI IIM.01 BBIIIOJTHEHHUE
PABOT I10 ITPOEKTUPOBAHHNIO CETEBOU UHOPACTPYKTYPbI

1.1. O6n1acTh npuMeHeHus1 padoyeil MPOrpaMmbl

PabGouas mporpamma mpod)eCCHOHATBLHOTO MOJYJS SBISETCS YacThIO
oOpa30oBaTeIbHON MPOrpaMMBl TIOJITOTOBKH CICIIHAIMCTOB CPEJIHETO 3BEHA B
cootBeTcTBHU ¢ PI'OC CIIO no cnenuaiabaoctH 09.02.01 CereBoe M CHCTEMHOE
aIMIUHUCTPUPOBAHUE

1.2. lleap W MIAaHMPYeMble Pe3yJabTAThl 0CBOEHHsI MPO(decCHOHAILHOI0
MOYJIsI

B pesynbprate mszydenust pabodeld mporpamMmbl IpohecCHOHATFHOTO MOIYJIS
CTYJEHT JIOJDKEH OCBOUTHb BHUJ JeATEIbHOCTH BbimosHeHue pador 1o
NPOEKTHPOBAHUIO CeTeBOH MH(PPACTPYKTYPbI U COOTBETCTBYIOIINE €My 00IIHe
KOMIETEHIIUU U PO ECCUOHATIbHbIE KOMIIETEHIINU:

Kon | IlpodeccrnonasibHbIe KOMIIETEH U

[IK 1.1. | BeimoaHsaTh IpOEKTHPOBaHNE KaOEIbHON CTPYKTYPbl KOMITBIOTEPHOU
CETH.

[1IK 1.2. | OcymiecTBisITh BEIOOP TEXHOJIOIMH, UHCTPYMEHTAJIBHBIX CPEJCTB U
CPEZICTB BBIYMCIUTEIbHON TEXHUKU IPH OPraHU3aluy Ipolecca
pa3pabOTKH U UCCIIET0BaHUA 00BEKTOB NPO(HEeCCHOHATBHOM
NEeSATENbHOCTH

[1IK 1.3. | OGecrieunBath 3ammrty UWHGOpPMAIMM B CETH C HCHOJIb30BAaHUEM
IPOrpaMMHO-aNNapaTHbIX CPEJCTB.

[1IK 1.4. | [IpunuMath y4acte B MPUEMO-CAATOYHBIX UCIIBITAHUSX KOMITBIOTEPHBIX
CEeTel M CETEeBOro 000pYAOBaHUS PA3JIMYHOIO YPOBHS U B OIIEHKE
KauyeCcTBa M YKOHOMUYECKOMN 2(PHEKTUBHOCTH CETEBOW TOTIOJIOTHH.

[IK 1.5. | BeimonssaTe TpeOOBaHUS HOPMATUBHO-TEXHUYECKOHN TOKYMEHTALIUH,
MMETh ONBIT 0()OPMIICHUS MPOEKTHOMN TOKYMEHTALUH.

Kona HaunMeHoBaHMe 001X KOMIIETEHIIUM

OK 1. | Beibupars cioco0bl pemieHus 3a1a4d mpoecCHOHATbHOMN AESITEIbHOCTH,
MPUMEHUTENIBHO K PA3IMYHBIM KOHTEKCTaM

OK 2. | OcymiecTBIATh MOWCK, aHATIN3 U UHTEPIPETAINIO HHHOPMAIIHH,
HEO0OXOAMMOM JIJIs1 BRITIOTHEHUS 3a/1a4 Ppo(dhecCuOHATBLHOM
JESTETLHOCTH

OK 3. |IInaHupoBath 1 peanr30BbIBaTh COOCTBEHHOE MPOPECCUOHAIBHOE U

JJMIYHOCTHOC Pa3BUTHUC.

OK 4. | Pabortarh B KOJUIEKTHBE U KOMaHe, 3()PEKTUBHO B3aUMOIECTBOBATH C
KOJUIETaMU, PYKOBOJICTBOM, KJIMEHTaMHU.

OK 5. | OcyiuecTBiATh YCTHYIO M TMCBMEHHYIO KOMMYHHUKALUIO HA
rOCy/IapCTBEHHOM SI3bIKE C YYETOM OCOOCHHOCTEHN COLMAIbHOIO U
KYJIbTYPHOTO KOHTEKCTA.




OK 6. | [IposiBASTH rpaXkIaHCKO-TIATPUOTUYECKYIO TTO3UIUIO, IEMOHCTPUPOBATH
OCO3HAHHOE MOBEJICHUE HA OCHOBE TPAJAMIIMOHHBIX 00II€YEI0BEUYECKUX

LIEHHOCTEMN.

OK 7. | ComelicTBOBaTh COXPAHEHUIO OKPYKAKOIIEN CPEMBIL,
pecypcocoepexennto, 3PeKTUBHO JEHCTBOBATH B UPE3BBIYAMHBIX
CUTYAIUSIX.

OK 8. | Ucnonb3oBath cpencTBa (GU3HUECKON KyIbTYphI ISl COXpAaHEHUS U

YKpEeTICHUs 3J0POBBS B MpoIiecce MpodecCnoHaIbHOMN e TENbHOCTH U
no/Iep kKaHre HEOOXOIMMOTO YPOBHS (PH3NYECKOM TOITOTOBICHHOCTH.

OK 9. | Ucnonb3oBaTh HHMOOPMAIMOHHBIE TEXHOJIOTUU B MPOPECCHOHATBHON
JeSITEbHOCTU

OK 10. | [lonb3oBaThcs MpopecCHOHAIBHON JOKYMEHTAIMeH Ha
rocyJapCTBEHHOM U MHOCTPAHHOM SI3BIKE.

OK 11. | IInanupoBaTh NpeaIIpuHAMATENBCKYIO IESITEILHOCTD B
poQecCHOHANIBHOM cdepe

B pe3ynbraTe 0cBoeHM NPOPECCHOHATBHOIO MOAYJIS CTYIEHT JOJIKEH:

NmMeThb MPOEKTUPOBAHUM APXUTEKTYPbI JIOKATLHON CETH B COOTBETCTBUU

TIPaKTHYe CKUIA C IIOCTAaBJICHHOM 3aJa4YCu,

OIILIT B YCTAHOBKE M HACTPOMKE CETEBBIX IIPOTOKOJIOB M CETEBOIO
000py10BaHUS B COOTBETCTBUU C KOHKPETHOM 3a7auei;

BBIOOpE  TEXHOJIOTMH, HWHCTPYMEHTAJIBHBIX  CPEACTB  IIPH
OpraHM3allid IIpollecca HMCCACIOBAaHUS OOBEKTOB  CETEBOMU
UHOPACTPYKTYPHI,

obecrieueHMU OE30MaCHOT0 XpaHEHUS U Tepeaaun nHpopmaiuu B
JIOKAJIbHOM CETH;

UCTOJIb30BAHHUH CTICIIHAIIBHOTO MPOTPaAaMMHOTO 00eCTieYeHuUs ISt
MOJIEIIMPOBAHMS, IPOEKTHUPOBAHUS u TECTUPOBAHMUS
KOMIIBIOTEPHBIX CETEH.

YMCTb ITPOCKTHUPOBATH JIOKAJIbHYIO CCTh, BBI6I/IpaTB CCTCBBIC TOIIOJIOTHH,

UCIOJIb30BaTh MHOTO(DYHKIIMOHATILHBIE MPUOOPHI MOHUTOPHUHTA,
IPOrPaMMHO-AIIAPATHBIE CPEJICTBA TEXHUUECKOTO KOHTPOJIA
JIOKAJILHOU CETH.

3HaTh oOIMe TPUHIIUIBI TIOCTPOCHHUSI CETEH, CETEBhIX TOMOJIOTHUH,
MHorocioiHoit moxaenu OSI, TpebGoBaHUIl K KOMITBIOTEPHBIM
CEeTSIM;

aApXUTEKTYpy TMPOTOKOJIOB, CTaHAAPTU3ALMKM CETEeH, H3TaroB
MPOEKTUPOBAHUS CETEBON MH(PPACTPYKTYPHI;

0a30BbIE ITPOTOKOJIbI U TEXHOJIOI'MH JIOKAJIbHBIX CCTefI;

IMPUHIUIIBI ITIOCTPOCHHA BBICOKOCKOPOCTHBIX JIOKAJIbHBIX
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ceTel;

CTaHJIapThI KabeJeil, OCHOBHBIE BUIbI KOMMYHHUKAIIMOHHBIX
YCTPOMCTB, TEPMUHOB, TIOHATUH, CTAHAAPTOB U TUITOBBIX
AJIEMEHTOB CTPYKTYPUPOBAHHOM KaOETbHON CUCTEMBI.

1.3. KosuuyecTtBOo 4acoB, OTBOJAMMOe Ha OCBOeHHe padoyeil NMporpamMmbl
npo(hecCHOHAIBLHOI0 MOAYJIS

O0bem 0Opa3oBaTeIbHON HArpy3ku 796

N3 HUX camocTosTeapHON paboThl — 50 U,
J1a00PATOPHO-TIPAKTHUECKUX 3aHATUN — 212 4

N3 Hux Ha ocoenne M/IK. 01.01 132
Ha ocBoenrie MJIK. 01.02 250
Ha ocBoenre MJIK. 01.03 84
Ha ocBocune MJIK. 01.04 66

W3 HUX Ha IPaKTUKU — 252,
B ToM ymcie yueOHas 108 w mpousBoacTBeHHas___ 144

W3 HUX TPOMEKYyTOYHAs aTTecTalus 54, B TOM YHCIE:
KOHCYJIbTaIMH- 36,
B ToM unciie o M/IK -30, k sk3ameny kBasiipukaiuoHHOMY -6

9K3aMeHbI- 18,
B ToM uncie 1o MJIK -12, sk3ameH KBaM(pUKaIMOHHBIHN -6




2. CTpyKTypa 1 coaepxanue npodeccuoHAILHOT0 MOMYJIsI
2.1. Ctpykrypa npodeccHoHAIBLHOT0 MOAYJIsI

3aHATHA BO B3aMMOJICICTBHY C IIPENIOAABATEIEM, 9ac Camocrost | Koncynbra HIMA
CJIbHAA nn
Kosbr Cymmapn Obyuenue no MK llpaxmuxu paGora
po¢eCCHOHANBH Haunmenosanus pasnenos BIif 00BEM Jlaboparo IIpousBoacTBeHHAs
BIX 00X npodeccHoHaIFHOTO MOTYIIA Harpysk, | oo PHBIX U Kypcosrix YuebHa (ecnu
KOMITETEHITU qac. TIpaKTH9e pabot o npedycmompena
CKUX (TIpOEKTOB) paccpedomoyeHHasn
3aHITHHA npaKmuka)
1 2 3 4 5 6 7 8 9
[IK 1.1-TIK Paznen 1 KommnbrorepHbie 4 6
15 ceTu 132 114 50 8
OK 01-11
IK 1.1-TIIK Paznen 2 Opranuzanus, 250 190 90 30 32 22
15 MPUHIUIIBI TOCTPOCHHS 5
OK 01-11 (yHKIIMOHUPOBAHUSI
KOMITBIOTEPHBIX CETEH
I[IK 1.1, 1.2, Pasnen 3 Ocnosoi 84 74 32 6 4
14,15 NPOEKMUpOB8aHUsl
OK 01-11 KOMNbIOMEPHBIX cCucmem u
cemell
[IK 1.2 Pasznen 4Cucmemur 66 62 40 4
OK 01-11 ABMOMAMU3UPOBAHHO20
NPOEKMUPOBAHUSA
IK 1.1-IIK VYyeOHast mpakTHKa (110 108 108
1.5, 0K 01-11 | npocdumnto cnenuanbHOCTH)
IIK 1.1-1IK [TpounsBoacTBEHHAS 144
1.5 npakTuKa (1Mo npoduito 144
OK 01-11 CHEINAIbHOCTH)
DK3aMeH KBaIM(PHUKAIMOHHBIHI 12 6 6
Bcezo: 796 440 212 30 108 144 50 36 18

1 ~ v o o
O0beM caMOCTOATENBHON pabOTHI 00YUAIOIINXCS OTIPEACIIIeTCsl 00pa3oBaTenbHOM opraHu3aiueil B coorserctBuu ¢ TpedoBannsmMu @I'OC CIIO B npenenax odbema yaeOHOM
JUCHUIIINHBI B KOJTHYCCTBE 4acCcoOB, HCO6XOJII/IMOM JUUIsI BBITIOJTHEHU A 3allaHHﬁ CaMOCTOSITEIbHON paGOTBI 06yqa}omnxcsl, npeayCMOTPEH HBIM TEMATHUYCCKUM ITIJIAHOM U COJACPIKAHUEM

y49e0HOH TUCIHUIUTMHBI (MEXAUCITUIITNHAPHOTO Kypca).




2.2. MTHCTPYKIUA
10 COCTABJICHUIO padoveil MPOrpaMmbl y4eOHOH JUCHUILIMHBI/TIPO(EeCCHOHATBHOT0 MOAYJIS

Pabouas nporpamma 1o y4eOHo#M auciuIuinHe/mpodeccuonanbaomy Moaymo (ganee — PIT V]I/TIM) — yueOHO-METOIUYECKHH JTOKYMEHT,
COCTaBJICHHBIH B COOTBETCTBUH C YU€OHBIM IJIAHOM, B KOTOPOM OTpa)kKeHa MOCIIeI0BATEIBHOCTD U3YUEHUS U pacIipeesieHueo0beMa BpeMEHH 110
pasznenam u temam. KommdectBo vacoB mo PIT V/I/TIM Bkimtodaer 00bEM 00pa3oBaTeIbHONW MPOrPaMMBbl, COCTOSIIIIMA W3 CyMMapHOH y4eOHOMH
Harpy3kd BO B3aHMMOJCHCTBUH C IIPENOIaBaTeIeM U CAMOCTOSTEIbHON PabOTHI.

®opma PIT YI/IIM sBasiercss enuuoin s npenoaasatenein 'AIIOY CO «TUIIK». PIT YI/TIM Boctpebyercs mpemnojaBareieM IMpu
IPOEKTUPOBAHUU UM 00Pa30BaTEIbHON JEATEILHOCTH U SBJISIETCS COCTAaBHBIM KOMIIOHEHTOMOOPA30BaTEIbHOM POrpaMMBl.

[Tpu coctaBnenuu PIT V]I/IIM HeoOxoaumMo ydecTh Cleayrolee:

1. Paccmotpenne u obcyxnenue PIT YV I/TIM ocymiecTBisieTcs: €XeroaHo Ha 3aceaanusx padouux rpymm OIl coorBercTByromiero mpodums. PIT
Y JI/TIM yTBepKaaeTcs TUPEKTOPOM, YTO OTPaKaeTCsl Ha BTOPOM JIMCTE.

2. B rpade Nel «HammeHoBaHHE pa3ieioB U TEM»IIOCIIEOBATEIIHLHO TIAHUPYETCSI BECh MaTeprall paboyeil mporpaMMBbl, pacipeIeNieHHBIH 10 pa3zenaM
Y TEMaM.

3.B rtpade No2 «Copepxanue ydeOHOro Marepuana, JiabopaTopHble pabOTBI M TPAKTUYECKHE 3aHATHS, KypcoBas padora (IIPOEKT)»
TIOCIIeIOBATENbHO TUIAHUPYETCSI BECh MaTepual paboyel mporpaMMebl, paclipeieNieHHbIH M0 AUWAAKTUYECKUM eIMHUIaM (Borpocam), Ne 1abopaTopHbIX
PaboT U NpaKkTUYECKUX 3aHATUIL.Clie1yeT BbIIENSITh OCHOBHbBIE TEMbI C pa30MBKOM Ha 3aHATHS — 1 yac.

4.B rpade 3 «O0bEM "acoB» CTaBUTCS APOOb, YUCIUTEIh KOTOPOW O3HAUaeT KOJIMYECTBO YacOB, OTBEJACHHBIX Ha 3aHATHE B JAHHBIM JEHb, a
3HaMEHATENh — KOJMYECTBO YacOB, IPOIIEAIIee ¢ Hayana yuyeonoro roga. Hanpumep, 1/1, 1/2, 1/3, 1/4, 1/5 u 1.1.

5. B rpade Ne4 «YpoBeHb OCBOEHHSI»YKa3blBA€TCSI YPOBEHb OCBOEHHUS TEMbI B COOTBETCTBMM C PEKOMEHJAIMAMU: 1 — O03HAKOMUTEIbHBIN
(y3HaBaHUE paHEe M3YYEHHBIX OOBEKTOB, CBOWCTB); 2 — PENPOAYKTUBHBIN (BBIIOJIHEHNE IEATEIBHOCTH MO 00pa3lly, MHCTPYKIMH WIN IO
PYKOBOJICTBOM); 3 — IPOAYKTHBHBIH (IUIAaHUPOBAHHE U CAMOCTOSITEILHOE BBIIIOJHEHUE IEATEIbHOCTH, pellieHHe MPOOIEMHBIX 3aj1a4)

6.B rpade 5 «Ne 3aHsTHIT» TIOCIEIOBATEIBHO IMPOCTABISAIOTCS HOoMepa 3aHatuii (1.2.3....), KOTOpBIE JODKHBI COOTBETCTBOBATH 3aITHCSM,

3a()MKCUPOBAHHBIM B )KypHaJle TCOPETUUECKUX 3aHATUH M0 cooTBeTcTBYyomuUM Y JI/IIM.

7.B rpape 6 «Bupg 3aHATHS» MIAHUPYIOTCA BHUABI Y4YEOHBIX 3aHATHUMN: JIEKIMs, CEMUHap, JiabopaTopHas paboTa, MPAKTUYECKOE 3aHSTHE,
KOHTpOJIbHAsE paboTa, KOHCYJbTALMS, BBIMOJIHEHHE KypCOBOH pabOThl, KOMOMHHUPOBAaHHBIA YpOK, J€lOBas WJIM poJieBas Urpa, pasdoop
KOHKPETHBIX CUTYaI1i, ICUXOJIOTUYECKUN U MHOW TPEHUHT, KOMIIBIOTEPHAsI CUMYJISILMS, TPYIOBas JUCKyccus (yciaoBHbIe 0003HaueHus - JIP
— naboparopHas padorta; [13 — npaktuueckoe 3anstue; KY - komOuHupoBanHsiid ypok, KII- KypcoBoit mpoexT).

8. B rpade 7 «BHeaymuTopHas caMOCTOSTEIbHAs padOTa» YKa3bIBAIOTCS BHJIBI CAMOCTOSATEIIBHONW pabOTHI (MPOpabOTKa KOHCIICKTOB 3aHATHIH,
caMmocTosiTeNbHast paboTa ¢ y4eOHHMKOM M HOPMATHBHOM JIUTEpAaTypoi, pelIeHHe 3aJad, BBIIOJHEHHE OTUETHBIX paboT K MPaKTHYECKHM
3aHATUSIM U J1a00paTOpHBIM paboTaM, BBIMIOJIHEHUE pacyeTHO-Tpaduyeckux padboT, HamucaHue pedepaToB, MOATOTOBKA IMPE3EHTAIHM,
MOJITOTOBKA JIOKJIA/I0B, MOJrOTOBKA COOOLIECHUM U JIp.).

9. B rpade Ne§ «KonmdecTBo yacoB» yKa3bIBa€TCsl KOJIMIECTBO YaCOB, OTBEIEHHOE HA CAMOCTOSATENBHYIO paboTy.



2.2. TemaTn4ecKuii IJIaH U coJep:KaHue MPO(ecCHOHATIBLHOI0 MOYJIsI

HaumeHoBaHue Conep:kanue y4yeOHOro MaTepuaJa, O0bem | YpoBeHb Ne Bun CamocrosiTeJbHAsI
pa3aesioB u TeM JadopaTropHbie padoThl U NPAKTHYECKHUE 4YacoB | OCBOEHUS | 3aHATHS 3aHATHS pabora
3aHATHS, KypcoBasi paboTa (IIpoeKT) 3ananue Koua-Bo
4acoB
1 2 3 4 5 6 7 8
Pazpean 1. 124 8
Komnbrorepubie
ceTn
M/K.01.01. 124 8
KomnbrorepHsbie
ceTn
Tema 1.1. Conep:kanue 28 4
Beenenue b KomneroTephsie cetu 1/1 1 1. Jlexknus
ceTeBble

CoBmectHas pabota, IHTepHET U cOBpeMeHHbIe
CETEeBbIE TEXHOJIOIMH — 00JIaCTh IPUMEHEHUS U
Ha3zHayeHHe. BUIbl KOMIIBIOTEPHBIX CETEH.
I'moGanbHbIE U TOKaNbHbIE ceTH. OTHOPAHTOBBIE U
KIIMEHT-CEPBEPHBIE APXUTEKTYPHI.

TEXHOJIOI'HH

OcHOBHBIE KOMITIOHEHTHI CETEH, ceTeBas cpelna u 1/2 1 2. Jlexnus
CeTeBbIe YCTPONCTBA. TEXHOJIOTUH TMOAKIIOYEHUS
k Murepner. KonBeprentnele cern. KayectBo n
HaJIe)KHOCTh ceTell. OCHOBHEIC TOHSATHS CETEBOM
Oe3omacHOCTH. TeHICHIINN Pa3BUTHS CETEH.

KoHCOnpHBI  AOCTYI, YHAJEHHBIM JOCTYN C 1/3 2 3. pa3bop
nomouipto Telnet u SSH, ucnonb3oBanue mopra KOHKPETHBIX
AUX. CUTyaIui
CeteBple MPOTOKOJIBI 1 KOMMYHHMKALIAH. 1/4 1 4. Jlexuns
KonupoBanue u napamerpsl cooduienus. CereBbie

NPOTOKOJIBI.  B3aumopeilicTBue  MPOTOKOJIOB.

Hab6op npotokonos TCP/IP u




nporecc oOmeHa naHHBIMUA. OpraHuzanuu 1O
cranpaptuzauun: ISOC, 1AB, IETF, IEEE, ISO.
MmuoroypoBuaeBbie  mozenu OSI u  TCP/IP.
Wukancynauus naHHbiX. [IpoTokonbHbIe O0KH
nanubix (PDU). JlocTyn k 10KaJIbHBIM pecypcam.

CereBas anpecanusi. MAC- u IP- aapeca. Joctyn
K yaasi€HHbIM pecypcaM. 1103 mo ymonuanuio.

1/5

KY

CeteBoii 10CTYI.

[IpoTokonbl U cTaHAAPTHl (PU3MUECKOTO YpPOBHS.
CnocoObl  monkmroueHusi K ceth. CereBble
unrepdeiicapie maatel (NIC). Cpensl mepenaun
JaHHBIX M WX XapaKTepUCTUKU: MPOMYCKHAs
CITOCOOHOCTD, MPOU3BOAUTEIILHOCTb. Bu el
MEIHBIX  ceTeBbIXx  kaOeneii: UTP, STP,
KOAKCHAJIbHBIM. Pa3HOBHIHOCTH, OCOOEHHOCTH
MIPOKJIAJIKU ¥ TECTHPOBAHUS KaOCIICH.

1/6

Jleknus

Crpykrypa u 0COOEHHOCTH MPOKJIAJKH
ONTOBOJIOKOHHBIX  KaOeneil.  becrpoBonHbIe
cpeactBa meperaud gaHHbix. Cranmapt Wi-Fi
IEEE 802.11.

1/7

KY

KananbHblli  ypOBEHb M €r0  IOJAYpPOBHH:
VYmpasnenne norumdeckum kaHaiom (LLC) wu
VYmpasieHne A0CTYIIOM K CpeJie epeaadn JaHHbIX
MAC. Crpykrypa Kajpa KaHaJIbHOIO YPOBHS U
npuHIMIBL  ero  QgopmupoBanus. CraHaapTsl
KaHaJbHOT'O YPOBHSI.

1/8

Jlexuusa

dusndeckas v Jorudeckas TOIOJOTHS CETH.
TomoJiorun «royka-Touka, «3Be3/1a»,
«IIOJIHOCBSI3aHHAS, «KOJIBIIECBAs.
[TomyaymiekcHast ¥ IOJIHOAYTIIIEKCHAS Tepeadya
nanHbIx. Ocobennoctu kaapos LAN, WAN,
Ethernet, PPP, 802.11.

1/9

KV ¢
DJIEMEHTaMHU
ponesou

UTPBI
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CereBblie TexHooruu Ethernet.

CewmeticTBo cereBbix TexHooruit Ethernet.
[Tpuniun padotsl Ethernet. Bzaumoneiicteue Ha
noxypoBHsix LLC u MAC. YnpaBneHnue 10CcTynomMm
K cpeze nepenayu ganHsix (CSMA). MAC-aapec:
unentudukanus Ethernet. ATpuOyThI Kaapa
Ethernet. [Ipencrasnenust MAC-anpecoB. OnHo- 1
MHOT'0a/IpECHOM, IIUPOKOBEIIATEIbHOM PaCChIIOK.
CxkBoznoe noakiatouenue, MAC- u [P-aapeca.

1/10

10.

Jlexuusa

Pabota ¢
KOHCIIEKTOM H
JIUTEPATYpPOU

[Tporokon pazpemenus aapecos (ARP):
MIPUHIIAITEI pa0OTHI, POJIb B MPOIIECCE YAAICHHOTO
oOmena gagaeiMd. Ta0iauiel ARP Ha ceTeBhIX
ycrpoiicTBax. OCHOBHBIC HEIOCTATKH ITPOTOKOJIA
ARP - Harpyska Ha cpefy nepenayu JaHHBIX U
0€3011aCHOCTb.

OcHoBHast uH(OpMaIHs 0 TOPTaX KOMMYTaTOpa.

1/11

11.

KY

Tabmna MAC-aapecoB kommyTaropa. OyHKIHS
Auto-MDIX. Crioco6s! mepecbulkH Kaapa Ha
kommyTtaropax Cisco. bydepuzanus namsatu Ha
KoMMyTaTopax. OuKcHpoBaHHAS M MOTYJIbHAS
KOH(HUTypanuu KoMMyTatopoB. CpaBHeHHE
KOMMYTAIIMU YPOBHS 2 U YPOBHS.

1/12

12.

pazbop
KOHKPETHBIX
CUTYyalHil

Texnomorusst  Cisco  Express  Forwarding.
Bupryaneubiii unTepdeiic kommyraropa (SVI),
Mapuipyruszupyemsiii nopt, EtherChannel ypoBus
3. Kondurypanus MapmpyTU3upyemMoro nopra.

1/13

13.

Kommnsrorepn
ast
CUMYJISILUS

Pewenne
3a/1a4 B
BUPTYAJILHON
nabopaTopuu
Cisco

CereBoll ypOBEHb

CereBoli ypOBEHb B IIPOIIECCE TIEPENAYN JaHHBIX.
[Ipotokonsl cereBoro ypoBHsi. OCHOBHBIE
xapaktepuctuku [P-nmporokona. CTpykrypa
naketoB [Pv4 u [Pv6. OcobenHoctu u
npernMyIecTBa nporokosna Pv6. Meto b

1/14

14.

KY

11




MapIIpyTu3anuu y3inos. Tabmuma
MapIIpyTHU3aLIH y3JI0B U MapUIpyTH3aTopa JUIs
npotokoiioB IPv4 u IPv6.

VYerpoiictBo mapuipyTtusatopa — [Iponeccop,
naMATh, oneparuonHas cucrema. [loakitouenue K
MapuIpyTHU3aTOPy Yepe3 pa3IMUHbIE IOPTHI.
Hactpolika ncXoqHBIX mapamMeTpoB, HHTEPEIHCOB,
[UTI03a 110 YMOJIYAHUIO U APYTUX XapAKTEPUCTUK
MapLIpyTU3aTopa.

1/15

15.

KY

TpaHcnIOPTHBIN YpPOBEHB

Hasnauenue u 3a1aun TpaHCIOPTHOI'O YPOBHSI.
MynpTUIIEKCUPOBAaHUE CCaHCOB CBSI3H.
Onucanue u cpaBHeHue nportokonaos TCP u UDP
— HAJEKHOCTb M IPOU3BOAUTEIIBHOCTh, 00JacTh
IpUMEHEHHUs. AJipecaniis MOPTOB M CEerMEHTalus
TCP u UDP. O6men pganueiMu 1o TCP.
[Ipouieccst TCP cepsepa. Ycranosnenne TCP-
COEIMHEHUs U ero 3asepuieHue. [IpuHIUNBI
(TPEXCTOPOHHETO PYKOIIOKaTH» TCP.
Hanéxnocts u ynpaBinenue mnotokom TCP -
[TonTBepk/ieHNE TOMYyYEHUS CErMEHTOB, MOTeps
JAaHHBIX ¥ TIOBTOpHAs Iepefaya, YIpaBICHHE
IIOTOKOM.

1/16

16.

KY

OOmeH nanHbIMU ¢ Hcnionb3oBanuem UDP.
ITpouecco u 3anpocst UDP-cepsepa, UDP-
nararpaMmsl, ipoueccsl UDP-kinenra.
ITpunoxenns, ncnons3yromue UDP u TCP.

1/17

17.

pa3bop
KOHKPETHBIX
CUTYyalHi

IP-anpecanus

Crpykrypa [Pv4-anpecoB. CeTeBas u y3ioBas
yacth [P-anpeca. [IpeoGpa3oBanue agpecoB
MEXIy TBOUYHBIM U JIECATCPUIHBIM
npeacrasienremM. Macka nojaceru [Pv4. CereBoit
ajzpec, aapec y3Jia v MMPOKOBEIIATEeIbHBIN aapec

1/18

18.

Jlexknusa

Pemenue
3aga4 o IP-
azpecauuu

12




cetu [Pv4. IIpucBoenue y3iny craTu4eckoro u
nuHamuueckoro |Pv4-anpeca. MHoroaapecHas
nepenaya. [ly6nmunsie u yactasie [Pv4-anpeca.
IPv4-anpeca cieninaibHOrO Ha3HAYCHUS.
IIpucsoenue IP-agpecos.

CoBMeCTHOE HCIIOIB30BAHKE MPOTOKOJIOB [Pv4 1
[Pv6: nBoOlHOM CTEK, TYHHEIUPOBAHUE,
npeoOpazoBanue. [Ipeacrasnenue [Pv6-agpecos.
[IpaBuna coxpamenus 3anucu IPv6-agpecos.
WHauBHUyalbHBINA, TPYIIIOBOM, IPOU3BOJIBHBII
tunsl [Pv6-aapecoB. CTpyKTypbl JTIOKAJIBHOTO U
100aNbHOT0 HHIMBUAYaTbHBIX [Pv6-anpecos.
Crarudeckas ¥ TuHAMUYeCKasi KOH(pHUTypaIrun
100aTbHOT0 MHIMBUyalIbHOTO anapeca. [Iporecc
EUI-64 u cayyaiiHO creHepupOBaHHBIM
uneHTuduKaTop nHTepderica.

1/19

19.

KY

ICMP-cepBuchl. OTimuus 171 IpoToKoJIoB [Pv4 1
IPv6. Coobmennss ICMPVI6 «3ampoc
MapLIpyTu3aTopy», «O0bsBICHHE OT
MapIIpyTU3aTOpay, «3arpoc COCEIHETO y3/Ia» U
«OOBSIBICHUE COCETHETO Y3IIay.

1/20

20.

pazbop
KOHKPETHBIX
CUTYyalHil

TecTupoBaHHE CETH C IIOMOILBIO 3X0-3aIIPOCOB.
TpaccupoBka mapuipyta. Bpems npoxoxaenus
CUTHaJIa B IIPSIMOM M OOpaTHOM HaIlpaBJIEHUX
(RTT). Bpewmst xuzuu (TTL) IPv4 u npenen
nepexonos IPv6.

1/21

21.

Jlexuus

Pemenue
3ajad.
CocraBneHue
KapThl CETH
Nurepner,
TECTUPOBAHUE
CETEBOI0

MO IKJTFOUCHH S
C IIOMOIIILIO
KOMaH]T «ping»
Hu
«traceroutey,
9X0-3alpOCOB.
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TpaccupoBka

MapuIpyTa.
Pasnenenne IP-cereii Ha moaceTH. 1/22 22. Jlexnusa
Cermenranus [P-cereii. OOMEH JaHHBIMH MEKITY

noxacerssmu.  IlnaHupoBanue — aapecanuu B

MOJICETSIX. Pacuernnie bopMyIibI TUIS

cerMeHTauuu cetd. Pa3OumeHwe Ha mojaceTH Ha

OCHOBE TpeOOBaHWM  y3JI0OB W  CceTed, B

COOTBETCTBUU c TpeOOBaHUSIMU ceTeil.

Omnpenenenre MacKy MOJICETH.

Pa3buenne Ha mojaceTy ¢ UCMONB30BAaHUEM MACKU 1/23 23. KY
nepemenHoil mmHel (VLSM). bazoBas monens u

Ha3HA4YCHHE 0JIOKOB aZpecoB VLSM.

[TnanupoBanue anpecanuu cetu. OcoOeHHOCTH

npoekTupoBanusi IPv6-cetn. Pa3Ouenue Ha

MOJICETH C HCIHOJB30BaHUEM HJICHTU(UKATOPA

uHTepdeiica.

YPOBEHDb MPUIIOKEHUH. 1/24 24. KY
YpoBEHb IPUIIOKEHUH, YPOBEHB IIPEACTABICHUS U

CEaHCOBBIN ypoBeHb. [Ipumepsl

pacnpoCTpaHEHHBIX MPUIIOKEHUN. [IpOTOKOITBI

ypoBHs npuiioxkeHuit. OHopanrosslie cet (P2P).

Mogenb Tumna «kaueHT-cepep». O630p

nporokonoB HTTP, HTTPS, SMTP, POP u

IMAP.

Crnyx6a nomenusix uM€H (DNS). @opmar 1/25 25. Jlexuus
cooOmenuit u uepapxust DNS. Ytunura

«nslookupy». Ciyx6a DHCP. IIporokon nepenaun

¢aiinos (FTP). [IpoTokon odbmeHa 6moxkamMu

cepBepHbIX coobuiennit (SMB). Konnenuun

«Bceobwemmommii Matepuer» BYOD. [locTaBka

JTAHHBIX 110 KOHBEPTEHTHBIM CETSIM.

Co3nanne u HACTpOHKa HeOOoJTBIION 1/26 26. pas3oop
KOMIIBIOTEPHOM CETH KOHKPETHBIX

14




[TnanupoBanue u cozgaHue HeOOIbIION
KOMITBIOTEPHOM CETU: ONIPENIETICHUE KIIFOUEBBIX
(axTOpOB, BBIOOP TOIIOJIOTUU U CETEBBIX
YCTPOMCTB, BEIOOP U HACTPOIKA IPOTOKOJIOB,
CUCTEMBI aJIpecaliu

CUTyalHil

. Mepsl o obecrieueHno 6€30MacHOCTH CETH.
VAI3BHMOCTH M CETEBBIC aTaKH.
Pa3BenpiBaTenbHbIC aTaku, ATaku goctyna, OTka3
B o0ciyxuBanuu (DoS-araku). PesepBHoe
KONUPOBaHUE, OOHOBIIEHUE U YCTAHOBKA
ucIpaBiIeHui. MexceTeBble JKpaHBbl.
AyteHntudukanys, aBTopuzamus 1 yuér.
Bxmrouenue nmporokona SSH.

1/27

217.

Jleknus

@dailsloBble  CHCTEMBl  MapUIPyTH3aTOpPOB U
KOMMYTaToOpoB. PeszepBHoe komupoBaHue U
BOCCTaHOBJIEHHUE C IOMOUIbIO TEKCTOBBIX (haiiiios,
nporokosa TFTP, USB-nakonurens. BctpoeHnusie
CITYKOBI MapIIpyTH3aLHH. ITonnepxka
OeCIIPOBOTHBIX MOIKJIIOUEHU . Hactpoiika
BCTPOCHHOI'0 MapLIPyTU3aTOPA.

1/28

28.

KY

JlabopaTopHbie padoThI

26

KY

CocraBneHne KapTel ceTH VHTEpHET ¢ MOMOIIBIO
YTHIIAT «ping» M «traceroutey

1/29

29.

JIP

Co3nanue npocTou ceTh: yCTaHOBKA CEeaHca
KOHCOJIM C CETEBBIM 00OPYIOBAHUEM TIPH
noMou rmporpammel Tera Term; co3ganue cetu.
Hacrtpolika OCHOBHBIX ITapaMeTPOB KOMMYyTaTOpa.

1/30

30.

JIP

[Ipocmotp cereBoro Tpaduka € TOMOIIBIO
nporpammbl Wireshark.

1/31

31.

JIP

[TonkitoueHue KOMIBbIOTEPOB K CETH C TOMOIIIbIO
Kabeneil 1 6ecrpoOBOIHBIX aJaNTEPOB:
OTpeziesieHUe CETEBbIX YCTPOICTB U KaHAJIOB
CBSI3U; 00KMM CETEBOTO Kalels, IpOCMOTp
JTAHHBIX O OECTIPOBOJHBIX M MPOBOJHBIX CETEBBIX

1/32

32.

JIP

15




aJlanTepax.

[ToakiIrOYeHNE KOMIBIOTEPOB K CETH C TIOMOILBIO
Kabeneil 1 6ecrpOBOIHBIX aJANTEPOB:
OIIPEJICIICHNE CETEBBIX YCTPOICTB U KAHAIIOB
CBSI3H; O0KHM CETEBOT0 Kabest, IPOCMOTP
JIAHHBIX O OCCIPOBOIHBIX U MPOBOIHBIX CETEBBIX
aJlanrepax.

1/33

33.

JIP

Nzyuenue Ethernet-TexHomoruii: mpocMoTp
MAC-anpecoB CeTEBBIX YCTPOICTB; U3yUEeHUE
kanapoB Ethernet ¢ momolisio mporpaMMel
Wireshark; mpocmotp ARP ¢ momomisio
nporpammbl Wireshark, narepdeiicoB komanHON
crpokn Windows u 10S.

1/34

34.

JIP

Ucnonb3oBanne mHTEpdeiica KOMaHIHOW CTPOKH
10S ¢ tabnunamu MAC-aapecoB KoMMyTaTopa.

1/35

35.

JIP

[TocTpoenue cetn Ha 6a3ze MapLIpyTU3aTOpA:
IPOCMOTP TaOIMIl MapUIPyTU3ALUU Y3JIO0B;
U3ydeHue (PU3NUECKUX XapaKTepUCTUK
MapILIpyTHU3aTOpa; CO3AAHUE CETH, COCTOSLIEH U3
KOMMYTaTopa 1 MapuipyTH3aTopa.

1/36

36.

JIP

[TocTpoenue cetn Ha 6a3e MapLIpyTH3aTOpA:
IPOCMOTP TaOJIHUI] MAPIIPYTU3AINH Y3JIOB;
u3ydeHue (PU3NYECKUX XapaKTePUCTUK
MapIIpyTHU3aTOpa; CO3AaHUE CETH, COCTOALICH U3
KOMMYTaToOpa M MapupyTH3aTopa.

1/37

37.

JIP

N3yueHne TpaHCIOPTHOTO YPOBHsI: HAOJIOIeHNE
3a TIPOIIECCOM TPEXCTOPOHHETO «PYKOTIOKATHUS
TCP ¢ nomompto mporpammsl Wireshark;
n3ydeHue 3axpaueHHbIX 1aHHbIX DNS UDP ¢
MOMOIIBIO IPOTPAMMBI

Wireshark; nzyuenue 3axpauennsix naketoB FTP
u TFTP ¢ momon bro mporpammel Wireshark.

1/38

38.

JIP

Hacrpotika [P-agpecannu: ucnoab30BaHue
KanpKynaropa Windows B paboTe ¢ ceTeBEIMU

1/39

39.

JIP
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aapecamu; KouBeptanus [Pv4-anpecos B
JIBOMYHYIO CUCTEMY CUUCIIEHUS; ONIPEIECTICHUE
IPv4/IPv6-anpecos;

Hactpoiika [Pv6-aapecoB Ha ceTeBBIX
YCTPOMCTBAX; TECTUPOBAHUE CETEBOTO
MOJIKJIFOUEHUS C IOMOIIBI0 KOMaH «ping» 1
«traceroute.

1/40

40.

JIP

Cermentanus [P-cereii [IPv4: uzyuyenue
KaJIbKYJIATOPOB NoJIceTell; pacuér noxacereit IPv4;
pazzieJieHue CeTel C pa3IMuHbIMU TOMOJIOTUAMH
Ha MOJICETH;, pa3pabOTKa U BHEIPECHUE CXEMBbI
ajpecalnuu pa3aenéHHon Ha nnojcetu [Pv4-ceru;

1/41

41.

JIP

Pa3paboTrka u BHenpeHHE CXEMbl aJpecalnuu
VLSM.

1/42

42.

JIP

IP-anpecanmsi: ananu3 Tpaduka oqHOAIPECHOM
nepeaavn, MMPOKOBEIIATEeIbHON U
MHOT'0aJIpECHON PACCBUIKH; HACTPOMKA aJpecanuu
IPv6; mpoBepka anpecamuu [IPv4 u IPvo6;
0TpabOTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB

1/43

43.

JIP

IP-anpecanus: ananus Tpaduka oJHOAAPECHON
nepenayu, MUPOKOBEIIATEIbHON 1
MHOT'03IpECHOI pacChUIKM; HACTPOHKa ajipecaliui
[Pv6; nposepka aapecamuu [Pv4 u IPv6;
0TpabOTKa KOMIUIEKCHBIX MPAKTHYECKUX HaBBIKOB

1/44

44,

JIP

Cermentanus [P-cereit VLSM u IPv6:
OpraHU3aLMS MTOACETHU 0 PA3TUYHBIM CLIEHAPUSIM;
pa3paboTKa U BHEAPEHUE CTPYKTYPHI a/Ipecalriu
VLSM; BHeapeHUE CXEeMBI aipecaluu
paznenénHoil Ha noacetu [Pv6-cetu;

0TpabOTKa KOMITJIEKCHBIX TPAKTHIECKUX
HaBEIKOB.

1/45

45.

JIP

Cermentanus IP-cereit VLSM u  IPvé6:
OpraHu3aIys MOACETH MO PAa3JIMYHBIM CLIEHAPUSM;
pa3paboTKa W BHEIPEHHE CTPYKTYPHI ajpecarii
VLSM; BHEJPEHUE CXEMBbI azpecanuu

1/46

46.

JIP

Hactpoiika IP-
aZipecaiuu 1no
BapUaHTaM
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pa3aenéHHon Ha MOJICETH [Pv6-cetu;
0TpaboOTKa KOMIUIEKCHBIX MPaKTUYECKHX
HAaBBIKOB.

N3yueHre OCHOBHBIX CETEBBIX CIIyX0: M3yuenue
¢bynkunuu ooMeHa daitnamMu MexIy
OJIHOPAHTOBBIMH YCTPONCTBAMHU OIIpE/IeICHNE
npeoOpa3zoBanuii PAT; uzyuenue npaBui padoThI
DNS; nzyuenue nporokosna FTP.

1/47

47.

JIP

W3y4eHre OCHOBHBIX CETEBBIX CITyK0: M3ydeHue
byHk1MM 0OMeHa (aiimamMu MeXIy
OJIHOPAHTOBBIMU YCTPOHUCTBAMHU OIPEICIICHHUE
npeoOpazoBanuii PAT; nzyuenue npaBui padoThI
DNS; n3yuenue nporokosa FTP.

1/48

48.

JIP

Obecneuenne 6€30MaCHOCTH CETH: U3YUEHUE
yIpo3 ceTeBOi 0€30MaCHOCTH; TOCTYII K CETEBBIM
ycTpoiicTBaMm 1o nporokoiry SSH;

ObecnieueHne 0€300aCHOCTU CETEBBIX YCTPOICTB;

1/49

49.

JIP

AHann3 KOMIBIOTEPHON CETH U HACTPOMKa
MapHIpyTU3aTopa: MPOBEpKa 3a1epiKeK B
Nepejauy CeTEBBIX AKETOB C TIOMOIIBIO YTUIIUT
«ping» U «traceroute»; UCIOJIb30BaHHE
uHTepdeiica komanaHou crpoku (CLI) ns c6opa
CBEJICHNH O CETEBBIX YCTPOMCTBAX;

1/50

50.

JIP

VYnpasnenue daitnamu KOHQUTypauu
MapIIpyTU3aTOpa C MOMOIIbIO TPOTPaMMBbl
IMYJIALUY TEPMHUHANA . YTIpaBieHue (aidnamu
KOH(UTypaluu yCTPOMCTB € UCIIOJIB30BaHUEM
TFTP, ¢pnemr-namstu u USB-Hakonutenei
N3yuenue npouenyp BOCCTAHOBIIEHHUS ITAPOJIEH.

1/51

51.

JIP

IIpoexkTupoBaHue U CO3AaHUE CETH JIJI1 MAJIOTO
MNPEINPUATHS — UTOTOBBIN MTPOEKT

1/52

52.

JIP

IIpoexTupoBan
U€ U CO3/IaHue
CETH JUIst
MaJIOro
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MpEANPUITHS
—— UTOT'OBBIN
MPOEKT

[IpoekTupoBaHuEe M CO34aHUE CETH Ui MaJOro
MPEIIPUATHS — UTOTOBBIM ITPOEKT

1/53

53.

JIP

Tema 1.2.
MpuHuunb
MapmIpyTU3auu
HHU
KOMMYTAallUH

Conep:xkanue

36

BBenenue B KOMMyTHpYEMBIE CETU
OObeAMHEHHBIE CETH.

1/54

54,

Jlexuusa

BBenenue B KOMMyTUpYyEMBIE CETH
O6benunénnsie cetu. Uepapxus B
KOMMYTHUPYEMOH ceTu. Posib KOMMyTHpYEMBIX
cereil. Kommyrupyemas cpena. JlnHamndeckoe
3anonHeHue tadbaunsl MAC-aapecos
KOMMyTaropa. MeTozsl NEpecbUIKY Ha
KoMMyTaTope. KoMMyTanus ¢ mpomMeKyTo4HbIM
xpaHeHueM. CKBO3Hasi KOMMYyTaLMsl.
Kommyrannonsnsie foMeHbl. CHUXKEHUE
NIEPETPY30K CETH.

1/55

55.

KY

OCHOBHBIE KOHIICTIIIMH U HACTPOIKAa KOMMYTAITHH.
[TepBoHavanpHas HACTPOiika KOMMYTaTOpa U
BOCCTaHOBJICHHE TI0CJIE CUCTEMHOTO cOOsl.
Hacrpoiika noctyna /uis 6a30BOro ynpaBieHuUs
koMmyTaropoMm ¢ [Pv4. JlyruiekcHast cBsI3b.
Hacrpoiika nopToB KoMMyTaTopa Ha (U3NIECKOM
ypoBHe. DyHKITNS aBTOMATHIECKOTO OMPEICTICHHS
tuna kabens (Auto-MDIX). IIpoBepka HacTpoek
nopTa kommyTaropa. [Touck u ycrpanenue
npo0JieM Ha YPOBHE JIOCTYIIA K CETH.

1/56

56.

KY

be3onacHocTh KOMMyTaTOpa. 3alUIIEHHBIN
ynanéunsiid qoctyn. Hactpoiika SSH.
Pacnipoctpanénnbie yrpo3bl 6€30MaCHOCTH:
nepenonHenue Tabauisl MAC-aapecos, DHCP-
CIy(UHT, UCTIOIb30BaHUE YSI3BUMOCTEH
nporokona CDP, Araku Telnet u np. Aynut u

1/57

S57.

pa3bop
KOHKPETHBIX
cUTyanuin
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MPAKTUYCCKUC PCKOMCHAAIUHU 10 00€eCIIeYCHUIO
0€30I1aCHOCTH CETH.

be3onacHocTh mopra KOMMyTaTOpa.
OrcaexuBanue DHCP cooGmmenunii. @yHkIus
6e3onacHocTH nopta. Bussl 3ammter MAC-
aapecoB. PexxuMbl pearnpoBaHusi Ha HapyIlIEHUE
6e3onacHocTu. [IpoBepka u HacTpoiika MOpTOB.
[Tpotokon cereBoro Bpemenu (NTP).

1/58

58.

pa3oop
KOHKPETHBIX
CUTyalHi

Bupryanbshusbie nokanbhblie cetu (VLAN) —
KJ1acCU(PUKAIHMs 1 OCHOBHBIC XapaKTEPUCTUKH.
Tpanku BupTyasbHbIX ceTeil. KonTpons
HIMPOKOBEIIATEIbHBIX IOMEHOB B ceTax VLAN.
TerupoBanue kaapos Ethernet s
unentudukanuu cetu VLAN. Cern native VLAN
u Teruposanue ctanaapta 802.1Q.

1/59

59.

KY

TerupoBanue ronocoBoit VLAN. Peanuszarun
BUPTYaJIbHOU JIOKanbHOU ceTu. HazHaueHue
noptoB cetsiM VLAN. Hacrtpoiika TpaHKOBBIX
Ka”aJioB. [IpoTOKOI AMHAMUYECKOTO CO3AaHuUs
TpankoBoro kanana (DTP). Ilouck u ycrpanenue
HENOJIaJ0K B BUPTYaJIbHBIX JIOKAJIbHBIX CETAX U
TpaHKoBbIX kaHayax. [Ipobnems! ¢ IP-agpecanueit
cetn VLAN. HecoBnagenus pexxuMoB TPaHKOBOU
CBSI3U.

1/60

60.

KY

[IpoexTupoBanue u odbecrnedeHne 6€30MacCHOCTH
VLAN: hopping, cnyduHr kommyTaTopa, ataka ¢
nBOMHBIM TerupoBanueM, Cetb PVLAN
nepumetpa. [IpakTrudeckue peKOMEeH AN 110
MIPOEKTUPOBAHUIO BUPTYAIIbHOU JIOKATBHOM CETH.

1/61

61.

pazbop
KOHKPETHBIX
CUTyaluin

KoHuenuus mapupyrusanuu
Hactpoiika Mapiipyrusaropa. MexaHu3Mel

1/62

62.

KY
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repecbUIKH nakeToB. [loaknrouenne u HacTpoka
ycTpoicTB. CBETOMOIHBIE MHIUKATOPBI HA
MapuipyTu3arope. AKTUBalus 1 HacTpoiika IP-
anpecanui. [IpoBepka CBA3HOCTH CETEH €
NpsAMbIM NOJAKI0UeHHeM. [IpoBepka HacTpoek
uHTepderica. PuIbTpanus BHIXOAHBIX JTaHHBIX
KOMaH[ «show.

Kommyranus naketoB Mexy cetssMu. OyHKIus
KOMMYTaIlMK MapuipyTuszaropa. Mapupyruzamus
naketoB. Onpenenenue mytu. [Ipouecc npunsaTus
pelieHus o mepecbuike nakeToB. Beioop
ontumanbsHoro nytu. IIporokomnsr RIP, OSPF,
EIGRP. Pacnipenenenue Harpy3ku. 4ecKoi
Mapuipyruzauuu cerei IPv4 u IPv6.

1/63

63.

KY

AnmunucTpupoBanue paccrosiHue (AD) u
Ha/IeKHOCTh MapuipyTa. AHaiIu3 TabIuIy
MapLIpYTU3alUU — UCTOUYHUK JAHHBIX, IPUHLIMUIIBI
(dopMHpoBaHUE BO3MOXHOCTH HACTPOMKU. 3anucu
TaOJIMLBI MAPIIPYTU3ALMHU JUIS CETEH C MPSMBIM
MOJKJIIOUEHUEM. 3a/IaHNE CTAaTHUECKUX
MapupyToB. [IpoTokons! guHaMu

1/64

64.

KY

Mapmpyruzanus mexay VLAN.

[TpuHIMIIBI paOOTHI MAPIIPYTHU3ALMHI MEXKIY
VLAN. Hacrpoiika mapuipyTuzanuu Ha 6a3e
MapILIPYTU3aTOPOB C HECKOJIbKUMHU (PU3HUECKUMU
uHTepdeiicaMmu, ¢ UCTIONIb30BaHUEM
KoH(urypauuu router-on-a-stick, uepes
MHOT'OYpOBHEBBI KoMMyTaTOp. [Ipobaembl
MapupyTtuzanuu Mmexay VLAN.

1/65

65.

KY

[TpoBepka KOHPUTypaMu KOMMYTAaTOpa U
HacTpoek Mapuipyrusaropa. Henonanku B pabore
untepdeiica. Omubdku B IP-anpecax n mackax
noncetu. Hacrpoiika u pabota koMMyTanuu Ha 3-
M ypoBHe. Mapumpyruzanus mexay VLAN gepes

1/66

66.

pazbop
KOHKPETHBIX
CUTyaluin
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BUpPTYyaJIbHbIE HHTEP(EHCH KOMMYTATOPA,
MapuIpyTuzupyemsle noptel. Hemonaaku B
HACTpOIKax KOMMYyTaTopa 3-ro YpOBHSI.

Craruyeckas MapLIpyTH3aLus
[IpeumyiecTBa 1 3a1a4u CTATUYECKOU
Mapupyruzanuu. TUIIBI CTaTHYECKUX MapIIPYTOB:
CTaHJAPTHBIN, 110 YMOJIYAHUIO, CYMMapHBIi,
maBaromuii. Hactpoiika cratuaeckux
mapiipytoB IPv4 u [IPv6. Komanna «ip routey.
Mapupyt cienyromero nepexona. Hanpsmyro
ITOAKIIOYEHHBIN CTATUYECKUI MapLIPYT.
IToMHOCTBIO 3a1aHHBIN CTATUYECKUN MApLIPYT.
Hacrpoiika craTnyeckoro Mapuipyra o
YMOJIYaHHUIO.

1/67

67.

KY

KnaccoBas anpecanus. KimaccoBeie macku
nozceTu. beckinaccoBas Mex1I0MeHHAsI
mapmpytuzanust CIDR. O0wenunenue
MapupyToB. Opranusanys cynepceren.

1/68

68.

KY

Hcnonp3oBanne Macok NojceTH GUKCUPOBAHHON
nmnbl (FLSM). Macka noacetu nepeMeHHOi
nmsbl (VLSM). Hactpolika cymmapHbIX 1
IUTABAIOIINX CTATUYECKUX MApIIPYTOB. Pacuér
cymmapHoro mapiipyra. O0beJMHEHNE CETEBBIX
aapecos IPv4 u IPv6. Ilouck n ycrpanenue
HENOJIaJI0K B HACTPOHKAX CTATUYECKOTO
MapuIpyTa ¥ MapuipyTa o yMoJI4aHHIo.

1/69

69.

pazbop
KOHKPETHBIX
CUTyalHil

JlnHaMuueckast MapIIpyTH3anus

IIpoTOKOJIBI AMHAMUYECKON MapLIPYTU3ALUU —
Ha3Ha4YeHHe, MPUHILIUIIBI paOOThI U UCTOPHS
pa3Butus. CpaBHEHHE TUHAMUYECKON U
CTaTUYECKOM MapupyTu3annu. [IpuHIune:
paboThI MPOTOKOJIOB MAapIIPYTU3AILMH: ITYCK MTOCIIE
BKJItOUeHUs uTanus, CereBoe 0OHapyKeHUE,
OOMeH aHHBIMU MapiIpyTH3anuu, O0ecreueHue

1/70

70.

KY
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CXOOAUMOCTH.

Knaccudukanus npoToKoI0B MapIpyTU3aIHH.
ITporoxoinsl IGP u EGP. /lucranunonHo-
BekTOpHBIE TPoTOKOJIbI RIP, IGRP. ITpoTokosib
MapuipyTu3anuu 1mno cocrosuuto kanana OSPF u
IS-IS. KnaccoBsie u 6eckiiaccoBbIe TIPOTOKOJIBI
MapupyTH3anuu. XapaKTepUCTUKU U METPUKHU
MIPOTOKOJIOB.

1/71

71.

KY

Jlunamuueckas TUCTaHIIMOHHO-BEKTOpHAs
Mapuipytu3anus. JJucTaHIMOHHO-BEKTOPHBII
aIropuT™M. MexaHu3Mbl OTIPABKH U MOTY4YEHUS
JAHHBIX MapIIPyTU3aLUH, Pacy€éTa ONTUMAIbHBIX
nyTel u 100aBiIeHNs MaplIPYTOB B TAOIHILY
MapuUIpyTU3aluu, 0OHAPYKEHUS U pearupoBaHus
Ha U3MEHEHUS B TOIOJIOTHH.

1/72

72.

KY

Hacrpoiika npotokona RIP: Bkitouenue RIPv2,
OTKJIFOYEHHE aBTOMATUYECKOT0 00bEIUHEHUS,
HacTpolKa acCUBHBIX MHTep(delcoB, mepeaaya
MapuipyTa o ymMoJidaHuto 1o cetu. Hactpoiika
nporokoina RIPng. IIponecc mapupyrusanuu mno
cocrosiHuio kaHaina. Hello mpoTokos. maker
cocrosiHus kanana (LSP). JlaBunHas pacceiika
IIAKETOB COCTOSIHUSA KaHaa. JIaBUHHAs pacchlIKa
[IAaKETOB COCTOSIHUS KaHaJIa.

1/73

73.

pazbop
KOHKPETHBIX
CUTYyalHi

Coznanne nepesa kparuaiiux myteit SPF.
Jo6asnenue mapuipyroB OSPF B Tabnuity
MapupyTu3anuu. Henoctatku mpoTokosioB
MapUIpyTU3alUH 110 COCTOSIHUIO KaHaia. Tabnuua
MapLIpyTHU3alUU. 3alUCH C MPSMBIM
MOAKJIFOYEHUEM U YHANEHHOU CeTH. [{nHaMuyecku
nosryyaemblie Mapuipytsl [Pv4/6. Tlponecc moncka

Mapuipyra.

1/74

74.

pazbop
KOHKPETHBIX
CUTYyalHil

OSPF mis oquoit o0nactu

1/75

75.

KY
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CewmetlicTBo npotokosioB OSPF. Xapakrepuctuku,
NPUHIUIIEI paboThl U KoMITOHEeHThI OSPF.
Oco6ennoctu OSPF mist 0/1HO#M ¥ HECKOJIBKUX
obnacreii. MaructpanbHas 00J1acTh.
Nukancymsauus coobmennit OSPF. Tunsl makeToB
OSPF: naket npusetctBus (hello), maker
onrcanus 6a3bl nanHbix (DBD), maker 3ampoca
coctostHus kaHana (LSR), maker oOHOBIICHHS
cocrosiHus kaHana (LSU). naker noarBepxieHus
cocrosiHus kanana (LSAck). O6HoBneHus
cocrosiHus KaHana. Pabouune cocrostuust OSPF.
Beinenennsiii (DR) u pe3epBHBIN BbIICICHHBIN
mapupyrtuzarop (BDR).

Cunxponusanus 6a3 nanaeix OSPF. Hactpoiika
OSPFv2 nns onHo#t obnactu. Pesxxum
KOH(UTYpaluK UACHTHPUKATOPHI
mapuipytusaropa. Mcnons3oBanue narepdeiica
loopback. Bxiitouenne OSPF Ha nnTepgeiicax.
[ITa6nonnas macka. Komanga «networky.

1/76

76.

pazbop
KOHKPETHBIX
CUTyalui

Hacrpoiika naccuBHbIX HHTEpdetico. Popmyiia
pacuéra metpuxu ctoumoctu OSPF. Hactpotika
3HaYeHUH MPOITYCKHOM CIIOCOOHOCTH MHTepdeiica.
ITpoBepka coceqHUX yCTPOUCTB, HACTPOEK
IIPOTOKOJIA, IaHHBIX IPOLIECCA U APYTUX
xapakrepuctuk OSPF. CpaBuenne OSPFv2 u
OSPFv3. Anpeca tuna link-local.

77

77.

KY

Tononorus cetu OSPFv3. Hactpoiika
uneHTudukaropa mapupyruzaropa OSPFv3.
Bxmrouenne OSPFv3 na unTepdeiicax.

1/78

78.

KY

Cnucku koHTpons nocrtyna (ACL)

Cnucku xkouTpons noctyna (ACL). ITpunnun
pab6otel ACLcnuckoB. Tunbsr ACL-cinckoB Cisco
st IPv4. IlpucBanBanne HomepoB U uMEH ACL-

1/79

79.

KY
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cnuckaM. Pacuér mabnonHoi macku B ACL-
cnuckax. PekoMeHgamm no co3iaHuio u
pasmemnienuto ACL-cniuckoB. Pazmenienue
CTaHJIAPTHBIX U pacupeHHbIX ACL-CIIUCKOB.
Hacrpoiika ctannaptaoro ACL-cniucka.
IIpumenenue crangaptHbix ACL-crinckoB Ha
unrepdeiicax. Kommenrapuu k ACL-criuckam.
[TpoBepka u peaKTHpOBaHUE CTaHIAPTHBIX
HymepoBaHHbIX ACLcnuckoB. ACL-cTatuctuka.

3amnura noptoB VTY ¢ MOMOIIBIO CTaHAAPTHOTO
ACL-crucka [Pv4. CtpykTypa u HacTpoiika
pacmpenHbix ACL-cniuckos st [Pv4.
OwibTparys TpaduKa ¢ UCIIOIH30BaHHEM
pacmpeHHbix ACL-criuckos.

[Touck u ycrpanenue Henonagok ACL-ciiickos.
Pacnpoctpanénnsie ommbku ACL-cucKoB.
CpaBuenune ACL-cniuckoB st [Pv4 u [Pvo6.
Hacrpoiika u npoBepka ACL-cniuckos nns [Pv6.

1/80

80.

KY

[Tporoxon DHCP. DHCPv4: 6a3oBas oneparus,
dopmar cooOuieHni, cooOIIeHUsT OOHAPYKEHUS U
npemoxkenus. Hactpolika, mposepka u
perpancisiuus npocroro DHCPv4-cepgepa.
Hacrpoiika MapmpyTuzaropa B Ka4ecTBe
DHCPv4-knuenra.

1/81

81.

KY

Hacrpoiika mapmpyrtuzaropa kiaacca SOHO.
[Touck u ycTpaHeHHe HENoIagoK B paboTe
mapmpyruzaropa DHCPv4.

1/82

82.

pazbop
KOHKPETHBIX
CUTYyalHil

ITporoxon DHCPv6. ABTromMaTnueckas HacTpoiika
azapeca 0e3 orciexuBanus coctosiHus (SLAAC).
[Mpuniun padorst SLAAC ¢ DHCPv6. DHCPvV6 ¢
u 0e3 oTciexuBaHus cocTosiHUsA. [Iponeccsl
DHCPVG.

1/83

83.

pazbop
KOHKPETHBIX
CUTyaluin

Hacrpoiika MapmpyTusaropa B Ka4eCTBe

1/84

84.

pazbop
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DHCPv6-cepeepa u DHCPv6-knuenTa. [Touck u
yCTpaHeHHe Henojaaok B padore DHCPvVO.

KOHKPETHBIX
CUTYyalHit

ITpeoOpa3zoBanue ceteBbIx anpecoB [Pv4.
KonnenryanbHoe npeodpazoBaHuE CETEBBIX
anpecoB (NAT). TepMHUHOIOTHS ¥ IPUHLIUATIBI
pabotel NAT. IIpocTpancTBo yacTHBIX [Pv4-
aapecoB. CTaTuveckoe U JMHAMUYECKOe
npeoOpa3zoBanue ceTeBbIX aapecoB (NAT).

1/85

85.

KY

[IpeoOpazoBanue anpecos noptoB (PAT).
CpaBuenue NAT u PAT. IIpeumyiectsa u
Henoctatku NAT. AHanu3 cTaTUYECKOTO
npeoOpazoBanust NAT. [Ipunnun paboTsl
nuHamuyeckoro NAT Hacrtpoiika u mpoBepka
NAT, PAT. Ilepeaapecanust noproB. HacTtpoiika
NAT u npotoxkoina [Pv6. [louck u yctpanenue
Heronanok B pabore NAT.

1/86

86.

KY

3aKperieHue U MOBTOPEHHUE NMPOUIEHHOTO
marepuaia

1/87

87.

Ypok-
MOBTOPEHHE

Pabora c
KOHCIIEKTOM H
JUTEPATYPOU

3akperuieHue U TOBTOPEHKE MPOIIEHHOTO
Marepuaa

1/88

88.

KoHnTponbHas
pabora

JlabopaTopHbie padoThI

24

Hactpoiika kommyTaTopa: 6a3oBasi HacTpoiika
KOMMYTAaTopa;

1/89

89.

JIP

Hactpoiika kommyTaTopa: 6a3oBasi HacTpoiika
KOMMYTAaTopa;

1/90

90.

JIP

Hacrpoiika 6e30macHOCTH KOMMYyTaTOpa:
HacTpoiika nmpotokona SSH; HacTpoiika GpyHKIIMN
Switch Port Security; nouck u yctpanenue
HETI0JIa/IOK B CHCTEMe 0€30IacHOCTH MOPTOB
KOMMYTaTOpa;

OTpaboTKa KOMIJIEKCHBIX TPAKTHUECKUX

1/91

91.

JIP
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HaBBIKOB.

Hacrpoiika 6e30macHOCTH KOMMYyTaTopa:
HacTpoiika npoTtokosna SSH; HacTpoiika QpyHKIUN
Switch Port Security; mouck u ycrpanenue
HETOJIaJJ0K B CUCTeMe 0€30I1aCHOCTH TIOPTOB
KOMMYTaTopa;

OtpaboTKa KOMIIEKCHBIX TPAKTHYECKUX
HaBBIKOB.

1/92

92.

JIP

Hactpoiika mapuipyrtusaropa: Mcnonbs3oBanue
KOMaH/Ibl traceroute A1 0OHApPYKEHUS CETH;
HoxymentupoBanue cetu; Hactporika
unrepdeticoB IPv4 u IPv6; Hactpoiika u
npoBepka HebobIoi cetn; MccnenoBanue
MapIIPYTOB C MPSMbIM MOAKIIOYECHUEM.

1/93

93.

JIP

Hactpoiika mapuipyrtusaropa: Mcnons3oBanue
KOMaH bl traceroute A1 0OHAPYKEHUS CETH;
HoxymentupoBanue cetu; Hactporika
unrepdeticoB IPv4 u IPv6; Hactpoiika u
npoBepka HebombIIoN cetn; MccnenoBanue
MapHIPYTOB C NMPSMbBIM MOAKIIOYEHUEM.

1/94

94.

JIP

Hactpoiika MapuipyTu3anuu: COCTaBIEHUE CXEMBbI
cetu MlHTEepHeT; HacTpolika 6a30BbIX TapaMeTPOB
MapIIpyTHU3aTopa ¢ TOMOIIBI0 HHTEpdeiica
komauaHo# cTpoku (CLI) cucremsr Cisco 10S;
Hactpoiika 6a30BbIX TapaMeTpoB
mapupyruzaropa B CCP.

1/95

95.

JIP

Hactpoiika MapuipyTu3anuu: COCTaBIECHUE CXEMBbI
cetu MHTEepHeT; HacTpolika 6a30BbIX TapaMeTPOB
MapIIpyTHU3aTopa ¢ TOMOIIBI0 HHTEpdeiica
komauaHo#i cTpoku (CLI) cucremsr Cisco 10S;
HacTtpoiika 6a30BbIX mapamMeTpoB
mapupyruzaropa B CCP.

1/96

96.

JIP

Kondurypauus cereit VLAN: Kondurypauus
cereil VLAN u TpaHkoBbIX KaHanoB; [lonck u
ycTpaHeHHUe Henojalok B KoHpuryparun VLAN;

1/97

97.

JIP
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Peanusanusa cucremsl 6e3onacuoct cetd VLAN;
Peamuzanug cereit VLAN 11 cerMeHTanuy ceTel
OPEINPUSTHIA MAJIOTO U CPEAHEro OHU3Heca.

Mapupyruzanus mexxay VLAN: Hactpolika
Mapupyruzauuu Mmexay VLAN aiis kaxxaoro
uHTepderica; Hactpoiika MappyTu3amuy MExX1y
VLAN Hna ocnoe crangaprta 802.1Q u
TpaHKOBOIo KaHana; [lonck u yctpaneHue
HENoJIaJ0K B MapIIPyTU3ALMU MEXAY CETSIMU
VLAN.

1/98

98.

JIP

Hactpoiika cratnueckoi MapupyTU3aluu:
HacTtpoiika ctatnueckux mapuipyros [Pv4/IPv6
o yMot4yanuio; Pa3paboTka u peansaius CXeMbl
anpecanuu IPv4 ¢ ncnonb3zoBanneM VLSM;

1/99

99.

JIP

Hacrpoiika cratnueckoi MapmpyTtusanuu: Pacuér
cymmapsbix mapupytoB IPv4 u IPv6; Ilouck u
YCTPAaHEHHME HEIOJIAI0K CTATUYECKUX MapIIpyTOB
IPv4 u IPv6.

1/100

100.

JIP

Hacrpoiika nuHaMu4uecKol MapIpyTH3aLNN:
Hccnenosanne cxonumoctu; CpaBHEHUE METOOB
BbIOOpaA MyTH B npoTokosax RIP.

1/101

101.

JIP

Hacrpoiika guHaMU4eCKON MaplIpyTU3aLUN:
HccnenoBanue cxonumoctu; CpaBHEHUE METOI0B
BbIOOpa nytH B potokonax RIP. Hactpoiika
npotokosioB RIPv2 u RIPng.

1/102

102.

JIP

Hacrpoiika nmporokonoB OSPF: Hactpoiika
6azoBoro nporokosna OSPFv2 mist ogHOM
obnactu; ba3oBas Hactpoiika nporokona OSPFv3
JUTsL OMHOM 00JacTu

1/103

103.

JIP

N3ydeHne MexaHu3MOB pabOThI CO CITUCKaAMH
KOHTPOJISI TOCTYIa: HAIJISITHOE MPEACTABICHUE
pabotsl ACL-cnincka; HacTpoiika CTaHJapTHBIX,
MMEHOBAHHBIX, U1 IMHUK VTY, pacluupeHHbIX
ACL- criuckoB U1 pa3InYHBIX CIICHAPHEB.

1/104

104.

JIP
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N3yueHne MexaHu3MOB pabOTHI CO CIIUCKaMHU
KOHTpOJIs octymna: [louck u yctpaHeHue
Henonagok B padbore ACL-criuckoB. Hactpoiika
ACL-criuckoB [Pv6;0TpaboTka KOMIUIEKCHBIX
NPAKTUYECKUX HABBIKOB.

1/105

105.

JIP

Hacrtpoiika ACL-cniuckoB: HacTtpoiika u
npoBepka cranaapTHbix ACL-cniuckos;
orpanndyeHuid VTY; pacumpennubix ACL-
cnuckoB. [louck u ycTpaHeHHne HEnoJaa0kK B
HacTpoiike u pazmenieHuu ACL-cruckoB.
Hactpoiika qis [Pv6.

1/106

106.

JIP

N3zyuenue npotokosnoB DHCP: GazoBas
Hactpoiika DHCPv4 na mapmipyruzarope; Ha
kommyTarope. Ilonck u ycrpaneHue Henosnagok B
pabore DHCPv4;

1/107

107.

JIP

Hactpoiika cepsepa DHCPv6 Ge3 oTcnexuBanus
COCTOSIHUS M C OTCJIC)KMBAHUEM COCTOSIHUSI.

[Touck u ycTpaHeHue HENoJIazoK B pabore
DHCPV6.

1/108

108.

JIP

N3yuenne nporokosa DHCP: nHactpolika
nportokosia DHCP ¢ nomomibto koman Cisco
IOS. OTpaboTKka KOMIUIEKCHBIX IPAKTUYECKUX
HaBBIKOB.

1/109

109.

JIP

Nzyuenue nporokona DHCP: nacTpoiika
npotokosnia DHCP ¢ nomomsto komann Cisco
IOS. OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX
HaBBIKOB.

1/110

110.

JIP

[IpeoOpa3oBaHue CETEBBIX aIPECOB: U3yUCHHE
npuniuna padorsl NAT. Hactpoiika
cTatTudeckoro u nuHammdeckoro NAT.
Peanu3zanus ctaTMueckoro 1 IMHaMU4ECKOIO
NAT. Hacrpoiika nepeaapecamnuu mopToB Ha
mapuipytuzatope Linksys. [IpoBepka, mouck u
ycTpaHeHHe Heronagok KoHpurypauuii NAT.
OTpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX

1/111

111.

JIP
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HaBBIKOB.

Nzyuenue pabotel ¢ NAT u PAT:nHactpoiika 1/112 112. JIP [ToaroroBka 1

nuHamuueckoro u crarudeckoro NAT, NAT-nyna JOKJIaga u

c nieperpy3koii u PAT. Ilouck u yctpaHneHue Mpe3eHTalNUH K

Hernonagok koHpurypamuiit NAT. YPOKY-
KOH(EpEeHITNHN

Conep:xanue 2

VYpok-koHbepeHus 1/113 113.

HroroBoe 3aHsaTHE 1/114 114.

KoncyabTanuu

DK3aMeH

O6bém 00pa3oBaTebHOM HArpy3ku — 132 yaca, U3 HUX:
CaMOCTOSATeJIbHOM padoThI — 8 Yacos,

yueOHOH Harpy3ku BO B3aUMO/1eiiCTBUM ¢ npenojgaBarejiemM — 114 yacos, B T.4.

JadopaTopHbIX pador - 50 yacoB , KoHCyAbTAIMH- 4 Yaca, IK3aMeH- 6 4acoB.

Paznea 2.
Opranun3anus,
NPUHLIMIIBI
MOCTPOCHUSA U
(pyHkuuonupos
aHusA
KOMIIbIOTEPHbI
X cerel

218

32

MIK.01.02.
Opranuzanus,
NPUHLIMTIBI
NOCTPOEHUS U
(pyHxkuuonupos
aHus
KOMIIBIOTEPHBI
X ceTel

218

32
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Tema 2.1.
Mapmpyrusan
usi U
KOMMYTaIusl.
Macmradbuposn
aHue ceTeH

Conepxanue

2.1.1 BBenenune B MmacmradupoBaHue ceTeu

Brenenue B MmacimrabupoBanue cerei 1/1 1 1 Jlexuus
Peanuzamus npoekta cetu. [IpoekT nepapxudeckoi 1/2 1 2 Jlexmms
CETH.
Pacmmpenue cetu. 1/3 2 3 KY
Br160p ceTeBbIX yCTPOMCTB. 1/4 2 4 KY
Kommyranmonnoe o0opyaoBaHue. 1/5 1 5 Jlexums
MapuipyTu3aTopsl. 1/6 1 6 Jlexmms Pabota c
KOHCIIEKTOM,
JUTEpaTypou
YrpaBisomme ycTponcTBa. 1/7 1 7 KY
2.1.2 M36bITOuHOCTH LAN
H36srTounocts LAN 1/8 1 8 Jlexmus
[TonsaTus nporokomna spanning-tree. 1/9 2 9 Cemunap
[IpennazHaueHue npoTokoa spanning-tree.
[Tpunun padotsr STP. Tunel npotokosnioB STP. 1/10 2 10 CemuHap
Hacrpoiika npotokomna STP. 1/11 2 11 Pemenne
CUTYaIlMOHHBIX
3amad
Hactpoiika PVST+H. 1/12 2 12 Pemenne
CUTYaIlHOHHBIX
3aaq
Hacrpoiika Rapid PVST+. 1/13 2 13 Pemmenune Pabota ¢
CUTYallMOHHBIX | KOHCIIEKTOM,
3a1a4 JUTEPATypou
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[TpoGnemsr HacTpoiiku STP. 1/14 14 Pemenne
CUTYaIlMOHHBIX
3a1a4
2.1.3 ArperupoBaHue KaHAJIOB
OCHOBHBIE MIOHATHUS arpPErMPOBaHUS KAaHAJIOB. 1/15 15 Jlexuus
ArperupoBaHue KaHAJIOB.
[Mpunnun padotsr EtherChannel. 1/16 16 KY
Hacrpoiika arperupoBanus kanamoB. Hactporika 1/17 17 Pemenue Pabota c
EtherChannel. CHUTYallMOHHBIX | KOHCIIEKTOM,
3a1au JTUTEepaTypoit
[IpoBepka, MOUCK U yCTpaHEHHE HETIONAI0K B 1/18 18 Pemenue
pabote EtherChannel CUTYaIlMOHHBIX
3a1au
2.1.4 becnipoBo/HbIE JIOKAJIbHbIE CETH
becnipoBoHbIC TOKATBHBIE CETH 1/19 19 Jlexuumst
Konnenmun 6ecripoBoaHO# cBsizu. BBenenue B
OecnpoBoHYIO CBs3b. KommonenTsl ceteit WLAN
. Tononoruu cereit WLAN 802.11. ITpuaiuns 1/20 20 Jlexuus
paboThl GECIPOBOIHOM JIOKAIBHOMN CETH.
Crpykrypa kazgpa 802.11. ®yHkunoHnpoBaHue 1/21 21 Jlexuus
0ecrpoBOJHON CBSA3U. YIIpaBJIeHUE KaHAJIaMH.
beszonacHoCTh GECIPOBOIHBIX JOKATBHBIX CETEH. 1/22 22 Jlexuus
VYrpossl 11st cereit WLAN. OGecnieuenue
6e3onacaoctn WLAN..
HacTtpoiika 6ecripoBOTHBIX JIOKATBHBIX CETEH. 1/23 23 KY Pabora ¢
Hactpoiika 6ecipoBOHOTO MapIIpyTHU3ATOPA. KOHCIIEKTOM,
JIUTEePATYPOi
Hactpoiika 6ecripoBogHbIX KiareHTOB. [lonck u 1/24 24 KY
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yCTpaHEeHHE HeMoagokK B padore cereidr WLAN

2.1.5 Hacrpoiika u ycTpaHeHHe HEeNoJIaA0K B
pabote OSPF nJs1 ogHoii 061acTH

Hacrpoiika n ycrpaHeHHue HEMojIaa0K B paboTe 1/25 25 Jlexums

OSPF nnst ogHoit ob6mactu

Pacmmpennsie napamerpsl mpotokosna OSPF st

OJTHOU 00JacTH.

MapmipyTuzanusi Ha YpOBHSIX pacrpeacsICHUsI | 1/26 26 KY

sapa. OSPF B ceTsix ¢ MHOXECTBEHHBIM JOCTYIIOM.

PacmipocTpanenue mapiipyTa 1o yMoI4aHuIo.

Tounas Hactpoiika uarepdeiicor OSPF. 3ammra 1/27 27 KY

OSPF. Ycrpanenue Henoa 0k peanu3alnuu

nporokosia OSPF st ogHolt obnacru.

Cocrasisronue mporeaypsl IOUCKa U YCTPaAHCHHUS 1/28 28 Pemenwne Pabora ¢

Henonaaok B pabore OSPF g onnoit o6macru. CUTYAIMOHHBIX | KOHCIIEKTOM,
3a1a4 JUTEPaTypou

ITouck u ycTpaHeHue HEMOIAI0K B 1/29 29 Pemenne

Mapmipytuzanuu OSPFv2 nns onHol obnactu. CUTYaIIMOHHBIX

ITouck u ycrpanenue Henonaznok B OSPFv3 s 3a1a4

OJIHOM o6sacTu

2.1.6 OSPF nis1 HeCKOJILKHX 00J1acTei

OSPF nnst Heckonbkux obmacteit 1/30 30 Jlexuus

[Tpunnun pa6otsr OSPF 1 HeckonbkuxobmacTei.

Hasnauenne OSPF g1 HeckoJILKUX 00J1acTel.

[Tpuntmn pabotst nakeroB LSA B OSPF nns 1/31 31 Jlexnusa

HECKOJIbKUX obnacteil. Tabmuna MapipyTusaiuu

u tunsl Mmapupytos OSPF.

Hactpoiika OSPF st HeckobKuX 00J1acTei. 1/32 32 Pemenue

CUTYaI[MOHHBIX

3aja4
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O6benunenue mapipyroB OSPF. ITposepka OSPF 1/33 2 33 Pemenne [ToBTOpeHME

ISl HECKOJIBKHMX 00JI1acTe. CUTYaI[MOHHBIX | MaTepuasa
3aga4

KontponbHas padota 1/34 3 34 KontponbHas
paborta

JlabGoparopHblie padoThI

PazBepThIBaHIE KOMMYTHPYEMOI CETH C 1/35 3 35 JIP

pe3epBHBIMU KaHAJIaMU

PasBepThIBaHIE KOMMYTHPYEMOI CETH C 1/36 3 36 JIP

pE3epBHBIMH KaHaJaMU

Hacrpoiika Rapid PVST+, 1/37 3 37 JIP

Hacrpoiika Rapid PVST+, 1/38 3 38 JIP

Hacrpoiika Rapid PortFast 1/39 3 39 JIP

Hacrpoiika Rapid PortFast 1/40 3 40 JIP

Hacrpoiika BPDU Guard 1/41 3 41 JIP

Hacrpoiika BPDU Guard 1/42 3 42 JIP

Hacrpoiika nporokona GLBP 1/43 3 43 JIP

Hactpoiika nporokona GLBP 1/44 3 44 JIP

OmnpeneneHre TUMOBBIX OIMOOK KOH(PUTypaluu 1/45 3 45 JIP

STP

OmnpeneneHre TUMOBBIX OIMOOK KOH(PUTypaluu 1/46 3 46 JIP

STP

Hacrpoiika EtherChannel 1/47 3 47 JIP

Hacrpoiika EtherChannel 1/48 3 48 JIP

[Touck u ycTpaHeHue HemoIaI0K B paboTe 1/49 3 49 JIP

EtherChannel
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[Touck u ycTpaHeHHe HEMOIA 0K B paboTte 1/50 3 50 JIP
EtherChannel

ArperupoBaHue KaHaJIOB 1/51 3 51 JIP
ArperupoBaHue KaHAJIOB 1/52 3 52 JIP
ArperupoBaHue KaHaJIOB 1/53 3 53 JIP
ArperupoBaHue KaHAJIOB 1/54 3 54 JIP
HacTtpoiika 6ecripoBoJHOTO MapIIpyTHU3aTOpa U 1/55 3 55 JIP
KITMECHTA

Hactpoiika 6ecripoBoJHOTO MapIIpyTHU3aTOpa U 1/56 3 56 JIP
KITMCHTA

HacTtpoiika 6a3oBoro nporokona OSPFv2 mns 1/57 3 57 JIP
OJTHOM 00JIacTH

HacTtpoiika 6a3oBoro nporokona OSPFv2 mis 1/58 3 58 JIP
OJTHOH 00JIacTH

Hacrpoiika 6a3oBoro nporokoina OSPFv2 nns 1/59 3 59 JIP
OJIHOM obsacTu

Hacrpoiika 6a3oBoro nporokona OSPFv2 nns 1/60 3 60 JIP
0JIHOM 06s1acTn

Hactpoiika OSPFv2 B ceTn MHOKECTBEHHOTO 1/61 3 61 JIP
J0CTyTIa

Hactpoiika OSPFv2 B ceTn MHOXECTBEHHOTO 1/62 3 62 JIP
J0CTyIa

Hacrpoiika pacmmpensbix ¢pynknuit OSPFv2 1/63 3 63 JIP
Hacrpoiika pacmmpensbix ¢pynkuuit OSPFv2 1/64 3 64 JIP
[Touck n ycTpaHeHHEe HETOIA0K B paboTe 1/65 3 65 JIP
ocHOBHBIX TPOTOK0JI0B OSPFV2 u OSPFv3 nns

0JIHOM 06s1acTH

[Touck u ycTpaHeHue HEeMmoIaI0K B paboTe 1/66 3 66 JIP

ocHOBHBIX TPOTOKOJI0B OSPFV2 1 OSPFvV3 ns
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OJIHO# 00J1acTH

[Touck u ycTpaHeHHE HEMOJA0K B paboTe 1/67 3 67 JIP
yCcoOBepIlIeHCTBOBaHHOTO npoTokoia OSPFv2 nns

OJIHOH 00J1acTH

[Touck u ycTpaHeHHe HEMOIA 0K B paboTe 1/68 3 68 JIP [TonroroBka
yCOBepIIEHCTBOBAaHHOTO TTpoTokoia OSPFv2 nis OTYETOB
OJTHO 00J1acTH

Branenve HaBpIkaMH TIOMCKA U yCTPaAHEHUS 1/69 3 69 JIP

Hernosanok B pabore OSPF

Brnanenue HaBbIKaMu TIOUCKA U yCTPaHEHUS 1/70 3 70 JIP

Henonaaok B padbore OSPF

Hacrpoiika OSPFv2 st HeckonbKUxX o0iacTeit 1/71 3 71 JIP

Hacrpoiika OSPFv2 mist HeCKObKUX 00IacTei 1/72 3 72 JIP

Hactpoiika OSPFv3 nns Heckonbkux obnacren 1/73 3 73 JIP

Hacrpoiika OSPFv3 mis HeckonbKux o0iacTeit 1/74 3 74 JIP

[Touck u yctpanenue Henonaaok B padote OSPFv2 1/75 3 75 JIP

u OSPFv3 st HeCKOBKUX o0acTeit

ITouck n yctpanenue Hernonajaok B padbore OSPFv2 1/76 3 76 JIP

u OSPFv3 st HeCKOBKUX o0acTeit

BrInmonHeHNe KOMIUIEKCHOTO 3aJaHHU I10 /77 3 77 JIP

KOMMYTAaIAN

BrInmonHeHNe KOMIUIEKCHOTO 3aJaHus I10 1/78 3 78 JIP

KOMMYTAaIAN

BrImmonHeHne KOMILIEKCHOTO 3aIaHus 110 1/79 3 79 JIP
MapuIpyTU3aluu

BrImmonHeHEe KOMILIEKCHOTO 3aaHus 110 1/80 3 80 JIP
MapuIpyTU3aluu

BrImmonHeHEe KOMILIEKCHOTO 3aaHus 110 1/81 3 81 JIP
MacCIHITA0UPOBAHUIO CETU

Brinonnenye KOMILUIEKCHOTO 3aJaHHUsl 10 1/82 3 82 JIP IToaroroska
MacCIITaOUPOBAHUIO CETU OTYETOB
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Tema 2.2.
Coenunenne
ceTei.

Conepxanue

2.2.1 lToaxkiaoyenue K rjio0ajJLHOH ceTH

[Tonximouenue K rno0aibHON CETH 1/83 3 83 Jlexuus
O0630p TexHosorui rinodanpHOM cetu. Llennb
CO3/1aHUA TJI00ANBHBIX CETEH.
[onkmrouenue K ri106aabHON CeTH 1/84 2 84 Cemunap
00630p TexHosoruii rnodanpHo cetH. Llens
CO3/1aHUs INI00ATBHBIX CeTel
[Tpunnum paGoThI T7100aTEHOM CETH.. 1/85 1 85 Jlexkuus
CepBucsl 111006aIbHOM CETH. 1/86 2 86 Cemunap
WNHbpacTpyKTypbl YaCTHBIX TTI00AIBHBIX CETEH. 1/87 2 87 KY
HNudpactpykrypa 0611e10cTyIHON T100aIbHON 1/88 2 88 KY Pabota ¢
ceTu. BeiO0Op cepBHUCOB ri00anbHOM CETH KOHCIIEKTOM,
JUTEpaTypou
2.2.2 CoenuHeHHE «TOYKA-TOYKA
CoenuHeHne «ToYKa-TOuKa» 1/89 2 89 KY
0O0630p mocnea0BaTEILHOTO COSAMHEHUS «TOUKA-
Toukay. CBA3b MO MOCIEA0BATEIHHOMY KaHaIy.
CoenuHeHNE «TOYKA-TOYKA» 1/90 2 90 Pemenne
0O0630p ToCTeN0BATENBHOTO COSMHEHHS «TOUKa- CUTYaIlMOHHBIX
Toukay. CBS3b MO MOCIIE0BATEIIHHOMY KaHAITY. 3amad
Wukancymnsauus HDLC. Ipunnun paboTsl 1/91 2 91 KY
nporokoina PPP. IIpenmymectBa nporokona PPP.
Wunkancynauus HDLC. [punuun paboTst 1/92 2 92 Pemenue
nporokoina PPP. IIpenmymecrsa nporokona PPP. CUTYallHOHHBIX
3amad
LCP u NCP. 1/93 2 93 KY
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LCP u NCP. 1/94 94 Pemmenue
CUTYaIlMOHHBIX
3a1a4
Ceancol PPP. Hactpoiika npotokosa PPP. 1/95 95 KY
Hacrpoiika nporokona PPP.
Ceancol PPP. Hactpoiika npotokosa PPP. 1/96 96 Pemenue Pemenue
Hacrpoiika mporokona PPP CUTYallMUOHHBIX | CUTYallUOHHBIX
3ama4 3aga4
Ayrentuduxanus PPP. Otnanka coequnenuit 1/97 97 KY
WAN. Otnanka PPP
Aytentudukanust PPP. Otnaaka coequHeHmiA 1/98 98 Pemenwne
WAN. Otnanka PPP CUTYaIlMOHHBIX
3amad
2.2.3 PemieHusi HIMPOKOIIOJIOCHOIO 10CTYIIA
Pemrenust mmpoKomoIocCHOTO 0CTyIa 1/99 99 Jlexmmst
VY nanéunas pabora. [Ipenmyiectsa yanéHHon
paboTHI.
busnec-tpeboBanus Ui yAanEHHbIX paOOTHUKOB. 1/100 100 Jlexuus
CpaBHeHME peleHu ITUPOKOIMOIOCHOTO TOCTYTIA. 1/101 101 KY
Kab6ens. DSL.
becnipoBoHbIe ITUPOKOMOTOCHBIE ceTH BBIOOp 1/102 102 Jlexuust
peleHH HIMPOKOMOIOCHOTO AOCTYIIA.
Hactpotika noakarouenuit xDSL. 1/103 103 KY
O630p PPPOE. Hactpoiika PPPoE 1/104 104 KY
2.2.4 3amuTa Me:KQUINATBHON CBA3H
3amuTa MeKOUITHATBHON CBA3U 1/105 105 KY
Ceru VPN.
OcuoBel ceteir VPN. Tunsi ceteit VPN. 1/106 106 KY

38



https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.2.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1.2

Tynnenmu GRE wmexny oobekramu. OcHoBel GRE. | 1/107 107 KY
Hactpoiika tynneneid GRE.
Oo6mue ceenenus 06 [Psec. 3anura nporokosna IP. 1/108 108 Pemenue
Crpyktypa npotokoia [Psec. CUTYallUOHHBIX
3aj1a4
VY nanéunsnii noctyn. Pemenus VPN mis 1/109 109 KY
ynanéunoro gocryna. Cetu VPN ynanénnoro
JIOCTYyIIa ¢ ucnoiib3oBanueM [Psec
Vnanéunsiii noctyn. Pemenus VPN mis 1/110 110 Pemenue
ynanéuHnoro gocryna. Cetu VPN ynanénnoro CUTYallMOHHBIX
JIOCTyTIa C UCIoJb30BaHueM [Psec 3aaa4
2.2.5 Monutopuunr Ceru
Momnutopunr Cetu 1/111 111 KY PaGora ¢
KOHCIIEKTOM,
JUTEpaTypou
Syslog. [punmun padots Syslog. Hactpoiika 1/112 112 KY
Syslog.
SNMP. IMpuniun padotsr SNMP. Hacrpoiika 1/113 113 KY
SNMP.
NetFlow. [Tpunmmn padotsr NetFlow. Hacrpoiika 1/114 114 Pemenne
NetFlow. ITpoBepka moneneii Tpaduka. CUTYalLlMOHHBIX
3aj1a4
2.2.6 OTaaaka cetn
Ornanka cetu. [lonck u yctpaHeHne HEMOIAIOK © 1/115 115 KY
MCIOJIb30BAHUEM CUCTEMHOTO MO/IX0/1a.
JoxymenTanus o cetu. [Iponenypa novicka u
yCTpaHEHUs HETOJIAI0K.
W3ossmust mpoOIeMbl ¢ TIOMOIITBIO 1/116 116 KY
MHOT'OYPOBHEBBIX MO/IEIJIEH.
Ornagka cetn. CpeacTBa NOUCKA U yCTPAHEHHUS 1/117 117 Pemenue

39



https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.1.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.1

HenosagoK. CHMIITOMBI U IPUYUHBI OTIAJKHU CETH. CUTYaIMOHHBIX
[Touck u yctpaneHue HeNoJaagoK CBA3M B ceTsax IP. 3a1a4
Otnanka cetu. CpecTBa NOMCKA U yCTPAHEHUS 1/118 2 118 Pemenue
HenosagoK. CUMITOMBI U IPUYUHBI OTIAJKH CETH. CUTYaIlMOHHBIX
ITouck 1 ycTpaHeHue HEMOJIALOK CBA3U B ceTsax IP. 3a1a4
JlaGopaTopHbie padoThI 1/119 119

Hactpoiika 6a3zoBoro PPP ¢ ayrentudukarnmeii 1/120 2 120 JIP
HacTtpoiika 6a3oBoro PPP ¢ ayrentudukanueii 1/121 2 121 JIP
Otnanka 6a3oBoro PPP c ayrentuduxarmeit 1/122 2 122 JIP
Omragka 6a3oBoro PPP ¢ ayrentuduxarmeit 1/123 2 123 JIP
ITposepka PPP 1/124 2 124 JIP
[Tposepka PPP 1/125 3 125 JIP
Hactpoiika mapiipytusaropa B KauyecTBe KJIHEHTa 1/126 3 126 JIP
PPPoE nnst nopxmouennst DSL

Hactpoiika MmapipyTu3aropa B KaueCTBE KIMEHTa 1/127 3 127 JIP
PPPoE mns moaxnrouenust DSL

Hactpoiika mapipyTuzaropa B KauecTBe KIMEHTa 1/128 3 128 JIP
PPPoE nns noakmrouenus DSL

Hactpoiika mapipyTuzaropa B KauecTBe KIMEHTa 1/129 2 129 JIP
PPPoE nns noakmrouenus DSL

Hacrpoiika Tynnenss VPN GRE mno cxeme «rouka- 1/130 2 130 JIP
TOYKA

Hactpoiika Tynnenst VPN GRE no cxeme «rouka- 1/131 2 131 JIP
TOYKA

Hactpoiika Tynnenss VPN GRE no cxeme «rouka- 1/132 2 132 JIP
TOYKA

Hacrpoiika Tyanenss VPN GRE no cxeme «Touka- 1/133 2 133 JIP
TOYKAY

Pa3zpaboTka TexHUYECKOTO 00CTY)KHBAHUS CETH 1/134 3 134 JIP
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PazpaboTka TeXHUYECKOTO 00CTYKHBAHUS CETH 1/135 3 135 JIP
Hacrpoiika Syslog u NTP 1/136 3 136 JIP
Hacrpoiika Syslog u NTP 1/137 3 137 JIP
N3yuenune mporpaMMHOTO 0O€CTICUeHUS ISt 1/138 3 138 JIP
MOHHUTOPHHTA CETH

N3yuenune mporpaMMHOTO 0O€CTICUeHUS ISt 1/139 3 139 JIP
MOHHUTOPHHTA CETH

Hacrpoiika SNMP 1/140 3 140 JIP
Hacrpoiika SNMP 3 JIP
Hacrpoiika SNMP 1/141 3 141

Hactpoiika SNMP 1/142 3 142 JIP
CO6op u ananmu3 ganabix NetFlow 1/143 3 143 JIP
CO6op u ananmu3 nanabix NetFlow 1/144 3 144 JIP
COop u ananu3 ganabix NetFlow 1/145 3 145 JIP
Co6op u ananmu3 nanabix NetFlow 1/146 3 146 JIP
WHcTpymMeHTapuil ceTeBOro aAMUHUCTpATOpa JUIs 1/147 3 147 JIP
Ha0JII0IeHus

HNHcTtpymeHTapuii ceTeBoro aIMMHUCTpATOpa s 1/148 3 148 JIP
Ha0JII0IeHus

WHcTpymMeHTapuil cETeBOro aAMUHUCTpATOpa JUIs 1/149 3 149 JIP
Ha0JII01eHus

WNHcTpyMeHTapuii CETEeBOT0 aMHHUCTPATOPa JIIS 1/150 3 150 JIP
HaOII0IeHUs

Co6oii B paboTe ceTH 1/151 3 151 JIP
CoOoii B paboTte cetn 1/152 3 152 JIP
Pa3paboTka qoKyMEHTAIIUH 1/153 3 153 JIP
PazpaboTka JoOKyMeHTauu 1/154 3 154 JIP
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[TpoekTHpoBaHKUEe COCAMHEHUS ceTeit o Bapuantam | 1/155 155 JIP
[TpoekTupoBanue coeuHeHus ceteit mo Bapuantam | 1/156 156 JIP
CoenuHeHUE ceTel 1o BapuaHTaM 1/157 157 JIP
CoenuHeHue ceTelt Mo BapuaHTam 1/158 158 JIP IToaroroska
OTYETOB
Conep:xkanue
Hrorosoe
rAHATHE KontponbHas pabota 1/159 159 KontposnbHas
paborta
Hrorosoe 3ansarue 1/160 160 Hrorosoe
3aHSATHE
Conepxanue
KypcoBoe
yp [MocranoBka  3amauum  KypcoBoro  mpoekra | 1/161 161 Koncynpranus
NMPOEKTHPOBA
e Pa3pabotka TexHuueckoro 3amanus. OmnucaHue K KII
TEXHUYECKHUX TPEOOBAHUI K CETH
[TocraHoBka  3amaum  KypcoBoro  mpoekra | 1/162 162 Koncynpranus | [lonroroska
PazpaGotka TexHuyeckoro 3amanus Ormnucanue K KII T3 Tlouck
TEXHUUYECKUX TPeOOBAHUM K CETU HUCTOYHUKOB U
JTUTEPATYPHI
[IpeanpoekTHOE Hccaea0BaHUE TPEIMETHON 1/163 163 Koncynbranus
obnactu.. Onucanue npeanpusTs, ero k KIT
MH(OPMALMOHHBIX OTOKOB, cymiecTByommx IT
pELIECHHH U ceTen
[IpeanpoekTHOE HccIeAO0BaHUE TIPEIMETHON 1/164 164 Koncynbranus
obnactu Onucanue NpeAnpUusITHs, €ro k KIT
MH(OPMAIMOHHBIX TOTOKOB, cymecTByommx IT
pELICHHH U ceTen
Bei6op u ob6ocHoBanue Tomosioruu cetd. Beibop u | 1/165 165 Koncynpranus
00OCHOBaHME THIIOB KaHAJOB CBS3M CETMEHTOB k KII

CETH

42




Bei6op u obocHoBanue Tomosioruu cetu Beidop m | 1/166 166 Koncynpramus

000CHOBaHHE THUIIOB KAaHAJIOB CBSA3M CETMEHTOB k KII

ceTu

Br160op 1 060cHOBaHNE TEXHOJIOTHH Ka4eCcTBa 1/167 167 Koncynbranus

00CITyKHBaHUS k KIT

Br160p 1 060cHOBaHNE TEXHOJIOTHH Ka4eCTBa 1/168 168 Koncynbranus

00CITyKHBaHUS k KIT

Br16op 1 onucanue ceTeBoro 000pya0BaHUs 1/169 169 Koncynpramusa | OdbopmiieHue

K KII MMOSICHATEIBHO

Y 3aIIMCKHU
KypCOBOTO
MPOEKTa

Br16op 1 onrcanue cereBoro 000py10BaHuUs 1/170 170 Koncynpranus

k KII

Br160p u onmcanue ceTeBbIX MPOTOKOJIOB. 1/171 171 Koncynpramnus

Hacrpoiika ceTeBbix ciyx0 K KII

Br16op 1 onrcanue ceTeBbIX MPOTOKOJIOB 1/172 172 Koncynpranus

Hacrpoiika ceTeBbix ciyx0 K KII

[IpoexTupoBaHuE CUCTEMBI aJIpECallii CETMEHTOB 1/173 173 Koncynbranus

ceTu K KII

IIpoekTupoBaHue CUCTEMBI aAPECAIUU CETMEHTOB 1/174 174 Koncynpramus | Odpopmienue

ceTn K KII MMOSICHATEIBHO
Y 3aIIMCKHU
KypCOBOTO
IPOEKTa

ArperupoBanue kaHajioB. BeiOop u onucanue 1/175 175 Koncynpranus

METOIOB ¥ CPEJICTB YAAJICHHOTO JIOCTYTIA. k KII

ArperupoBaHue kaHajioB. Beibop u onucanue 1/176 176 Koncynpramus | Odpopmienue

METOJOB U CPEACTB YAAIEHHOTO JOCTYIIA. K KII MOSICHUTEJIHLHO
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¥ 3aI1CKH

KYpPCOBOTO
MPOEKTa
Onucanue NOIKIOYEHNN K III00aIbHON CETH 1/177 177 Koncynbranus
K KII
Onucanue NOoIKJIFOYEHNN K II100aIbHON CeTH 1/178 178 Koncynbranus
K KII
CocragpieHue mjiaHa aIMUHUCTPUPOBAHUS CETHU. 1/179 179 Koncynpranus
Br160pu npuMeHeHe HHCTpYMEHTapus K KII
aJIMMHHCTpaTOpa
Cocrapnenue 1aHa aIMUHUCTPUPOBAHUS CETH. 1/180 180 Koncynbranus
Br16opu npumMeHeHe HHCTpYMEHTapus K KII
aJIMHHHCTpaTOpa
Bb160p MeTO/10B U CpeaCcTB 0OecrieueHus: KauecTna, 1/181 181 Koncynpranus
HAJE)KHOCTH CETH, OMTUCAHKE MPOLIETYP OTIAIKH, K KII
TECTUPOBAHUSI, MOHUTOPUHTA, YCTPAaHCHHS COOCB
cetn. ObecrieueHne GE30MaCHOCTH CETH.
Br160op MeTo10B 1 cpeaIcTB 0OecTieueHrs KauecTBa, 1/182 182 Koncynpramus | OdbopmiieHue
HAJE)KHOCTH CETH, OMTUCaHKE MPOLIETYP OTIAIKH, k KII MOSICHUTETEHO
TECTUPOBAHUS, MOHUTOPUHTA, YCTPAHCHHSI COOCB i 3anmucku
cetn. ObecrieueHne GE30MaCHOCTH CETH. KYpPCOBOTO
MPOEKTa
JlokymenTupoBanue cetu. OpopmieHue 1/183 183 Koncynpramus | Odpopmienue
MTOSICHUTEIILHOM 3aIIMCKU KypCOBOTO ITPOEKTA k KII MOSCHUTEIBHO
1 3aIIMCKHU
KYPCOBOTO
MPOEKTa
JoxymenTtupoBanue cetu. OpopmieHue 1/184 184 Koncynbranus
MOSICHUTENFHOM 3aIMICKU KYPCOBOTO MPOEKTa K KII
Odopmierne uepTexeit mpoekTa 1/185 185 Koncynbranus
K KII
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OdopMieHre yepTexei mpoeKTa 1/186 3 186 Koncynpramus | Odhopmienue
K KII yepTexen
MPOEKTa
[ToaroroBka mokIaaa v MPE3CHTAIIMH MPOEKTa 1/187 3 187 Koncynbranus
K KII
[ToaroroBka moKIaaa v MPE3CHTAIIMH MPOEKTA 1/188 3 188 Koncynpramus | [logroroska
K KII JIOKJIaza 1
pe3CHTALNH
3amuTa KypcoBOro MpoeKTa 1/189 3 189 Koncynbramus
K KII
3ammra KypcoBOro mpoeKTa 1/190 3 190 Koncynprarust
K KII
Kouncyabranumn 22
OK3aMeH KOMILIEKCHbBIH 3

O6ném 00pa3oBaTeIbHOI HAarpy3ku — 250 yacoB, U3 HUX:
CaMOCTOSITeJbHOI padoThl — 32 yacoB , y4eO0HONH HArpy3KHM BO B3aHMO/JelCTBUM ¢ npenogasartenem 190 yacos,
B T.4. JabopaTopHbIx padot -90 4., kypcoBoro npoextupoBanusi 30 4. , KOHCYyJIbTaUUH- 22 Yaca, 3K3ameH — 3 vaca.

Pa3nea 3. OcHoBBI 78
NMPOEKTHPOBAHUS
KOMIIBIOTEPHBIX
CHCTEM M ceTeil
MK 01.03 OcHoBbI 78
NMPOEKTHPOBAHUS
KOMIIBIOTEPHBIX
CHCTEM M ceTeil
Coaepixanue
1’1_“[eMa 3.1 1. | Brenenue 1/1 1 1 Jlexuus
Kf}:’::;;}f;:;:ﬂ“;en 2 | Beenenue 1/2 2 2 KY
o 3 | [IpuHIHMITEI TOCTPOSHHSI KOMIIBIOTEPHBIX CUCTEM U 1/3 1 3 Jlexuus
U (poBOil TEXHUKH N
(IIT) ceTe.
4 | IIpuHIMITBI TOCTPOEHHSI KOMIIBIOTEPHBIX CUCTEM U 1/4 2 4 KY
ceTen.
5 | OcHOBHBIE MOHATHS IPOSKTUPOBAHUS CHCTEM 1/5 1 5 Jlexuus
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6 | OcHOBHBIC MOHATHS TPOSKTHPOBAHUS CHCTEM 1/6 2 6 KY
7 | DTanbl MPOCKTUPOBAHUS. 1/7 1 7 Jlexmms
8 | Drambl IPOCKTHPOBAHUS. 1/8 1 8 Cemunap
9 | XXu3HEHHBIN LIMKJI CUCTEM. 1/9 1 9 Jexus Pabora ¢
KOHCIIEKTOM,
JIUTEPATYPOU
10 | J)Ku3HEeHHBII LIUKII CUCTEM. 1/10 2 10 KY
11 | KoHcTpykuus y3710B KOMIIBIOTEPHBIX CUCTEM U 1/11 1 11 Jlexuus
cereil. YpOBHM JACTaIN3AIMU YCTPOUCTB U CUCTEM
12 | KoHCTpyKIUS Y370B KOMIIBIOTEPHBIX CUCTEM U 1/12 2 12 KY
ceTell. YPOBHU JIeTAJIM3AlUN YCTPONUCTB U CUCTEM
13 | OyHKIIMOHATLHOE MOICTUPOBAHUE CHCTEM U CETCH 1/13 1 13 Jlexums
14 | OyHKIMOHATBEHOE MOICTUPOBAHUE CUCTEM U CeTel 1/14 2 14 CemuHap
15 | Mogenu IDEFF. 1/15 2 15 KY
16 | Mogemu UML 1/16 2 16 KY
17 | Tlporpammuoe obecniedenue (I10) BPWin 1/17 2 17 KY
18 | IIporpammuoe obecneuenue (I10) UML 1/18 2 18 KY
19 | MogenupoBaHue IPOIECCOB 1/19 2 19 KY
20 | MonenupoBaHue MPOIIECCOB 1/20 2 20 CemuHap
21 | OOecrieyenne KauecTBa U HAJIEKHOCTA CUCTEM U 1/21 1 21 Jlexmus
ceTen.
22 | Pacuer mapamMeTpOB Ha/IeKHOCTH CUCTEM U CeTei 1/22 2 22 CemuHap Pabora ¢
KOHCIIEKTOM,
JIUTEPATYpOr
Jlaboparopnbie padoThl 24
1 | Pemenue 3a1ay Ha OBM 1/23 3 23 |JlaboparopHas
pabota Nol
2 | Pemenue 3agau Ha OBM 1/24 3 24 |JlaboparopHas
pabota Nol
3 | UccnenoBanue paboThl JIOKaIbHOM ceT. Onucanue 1/25 3 25 |JlaboparopHas
3TANoOB MPOCKTUPOBAHUS 3aJAHHOM CETH pabota No2
4 | UccaenoBanue pabOTHI JIOKAIbHOM ceT. Onucanue 1/26 3 26 |JlaboparopHas
3TANoOB MPOCKTUPOBAHMS 3aJaHHOMN CETH pabota No2
5 | MccnenoBanue paboThl KOPIOPATUBHOM CETH. 1/27 3 27 |JlaboparopHas
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Omnucanue 3TaoB IPOCKTUPOBAHUA 3aI[aHHOfI CCTHU

pabota Ne3

6 | HccnenoBanue paboThl KOPIIOPATUBHOM CETH. 1/28 28 |JlaGopatopHas
OnucaHue 3TanoB NPOEKTUPOBAHUS 3aJaHHON CETH pabota Ne3
7 | [IpoexkTupoBaHUE CUCTEM U CETEH IO BapUaHTaM 1/29 29 |JlaGopatopHas
pabota Ne4
8 | [IpoexkTupoBaHrE CUCTEM U CETEH IO BapUaHTaM 1/30 30 |JlaGopaTopHas
pabota Ne4
9 | [IpoexkTupoBaHHE CUCTEM M CETEH IO BapUaHTaM 1/31 31 |JlaGopatopHas
pabota Ne5
10 | IlpoekTHpOBaHUE CUCTEM U CETEH 10 BapHaHTaM 1/32 32 |JlaboparopHas
pabota Ne5
11 | ®yHKIMOHATBHOE MOJICIUPOBAHUE CUCTEM U CEeTEi 1/33 33 |Jlaboparopnas
110 BapUaHTaM pabota Ne6
12 | OyHKIIMOHATBHOE MOJICIUPOBAHUE CUCTEM U CEeTei 1/34 34 |JlaboparopHas
110 BapUaHTaM pabota Ne6
13 | ®yHKIIMOHATBHOE MOJICIUPOBAHUE CUCTEM U CEeTei 1/35 35 |Jlaboparopnas
110 BapHaHTaM pabota Ne7
14 | ®yHKIIMOHATBHOE MOJICIUPOBAHUE CUCTEM U CEeTEi 1/36 36 |Jlaboparopnas | IToaroroBka
110 BapUaHTaM pabota Ne7 OTYETOB
15 | MogenupoBaHHe ceTeBOil HHYPACTPYKTYPHI B 1/37 37 |JlaboparopHas
BPWin pabora Neg
16 | MogenupoBaHue ceTeBOil HHPPACTPYKTYPHI B 1/38 38 |JlaboparopHas
BPWin pabota Ne§
17 | MogenupoBaHue IO BapUaHTaM 1/39 39 |JlaboparopHas
pabota Ne9
18 | MogenupoBaHue O BapuaHTaM 1/40 40 |JlaGopaTopHas
pabota Ne9
19 | MogenupoBaHHe IPOIIECCOB A IMUHUCTPUPOBAHHS 1/41 41 |JIabopatopHas
110 BapUaHTaM pabora Nel0
20 | MoaenupoBaHHe MPOLECCOB AIMHUHUCTPUPOBAHUS 1/42 42 |JlaGopaTopHas
110 BapuaHTam pabota NelO
21 | MoaenupoBaHHe 110 BApHaHTaM 1/43 43 |JlaGopaTopHas
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pabota Nell
22 | MoaenvpoBaHue 10 BapHaHTaM 1/44 3 44 |JlabGopaTopHas
pabota Nell
23 | [IpoekTupoBaHUE TOMEHHON CUCTEMBI CETH 1/45 3 45 |JlaGopaTopHas
pabota Nel2
24 | IIpoekTupoBaHUE TOMEHHON CUCTEMBI CETH 1/46 3 46 |JlaGopartopHas | [lomroroska
pabota Nel2 OTYETOB
Tema 3.2. Conep:xanue 20
IIpousBoacTBo 1 | Dramsl MIPOU3BOICTBA 00BEKTOB CeTeBOH 1/47 1 47 Jlexmus
nu(poBoii TEXHUKH UHQOPACTPYKTYPHI
2 | Dramsl MIPOU3BOCTBA 00BEKTOB CeTeBOI 1/48 1 48 KY
UHPPACTPYKTYPHI
3 | CocraB TEXHOJIOTHYECKOTO o0opynoBaHus, 1/49 1 49 Jlexkuus
MIPUMEHSIEMBIX B IIPOU3BOJICTBE CETEBBIX YCTPOMUCTB.
4 | CocTaB npucnocoOIeHul 1 OCHACTKU 1/50 2 50 KY
5 |Ilponenypa BHeapEHUS KOMITBIOTEPHBIX CETEH. 1/51 1 51 Jlexkuus
6 | ConpoBOXIEHNE KOMITBIOTEPHBIX CETCH 1/52 1 52 KY
7 | Mogudukaiys KOMIOBIOTEPHBIX CETEH. 1/53 1 53 KY
8 | Moaudukanus KOMIBIOTEPHBIX CETEH. 1/54 2 o4 CemuHap
9 | KoHcTpyKTOpCKast JOKyMEHTAIUs 1/55 1 55 Jlexuus
10 | KoHcTpykTOpCKast JOKyMEHTaLus 1/56 2 56 KY
JlaboparopHbie padoThl 8
11 | dyHKUMOHATBHOE MOJIETUPOBAaHUE KOMYTAaTOpa 1/57 3 57 |JlaboparopHas
pabota Nel3
12 | OyHKIMOHATBHOE MOJISTHPOBAHUE MTPOIIecca 1/58 3 58 |JlaboparopHas
IIPOU3BOJCTBA KOMYTaTOpa pabora Nel3
13 | OyHKIHOHATEHOE MOJCTUPOBAHHE 1/59 3 59 |JlaboparopHas
MapIIpyTU3aToOpa pabora Nel4
14 | OyHKIMOHATBHOE MOJISITHPOBAHHUE ITPOIIecca 1/60 3 60 |JlaGoparopHas
MIPOU3BOJACTBA MAPLIPYTU3ATOPA pabora Nel4
15 | IIpoekTupoBaHHE CTPYKTYPHI KOMMYTATOpa, 1/61 3 61 |JlaGoparopHas
MapIIpyTHU3aToOpa pabota Nel5
16 | IIpoexkTupoBaHHE CTPYKTYPHI KOMMYTaTOpa, 1/62 3 62 |JlabGoparopras
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MapIIpyTHU3aTopa pabota Nel5
17 | IlpoekTrpoBaHHUE TEXHOJIOTHYECKOTO MPOIecca, 1/63 63 |JlaGoparopHas
BbIOOP 000PYAOBAHUS U OCHACTKU ITPOU3BOJICTBA pabota Nel6
KOMMYTaTopa, MapupyTH3aTopa
18 | [IpoekTupoBaHHE TEXHOJIOTHUECKOTO MpoIlecca, 1/64 64 |JlaboparopHas | [ToaroroBka
BBIOOp 00OPYZIOBaHUS U OCHACTKH ITPOU3BOJICTBA pabota Nel6 OTYETOB
KOMMYTaTopa, MapIpyTu3aTopa
Conepxanue 20
Tema 3.3. PaGouee 1 | UHCTpyMEHTBI " 000pyI0BaHUE s | 1/65 81 KY
MECTO CETEBOTO H IPOEKTUPOBAHHS, peanusarnun u
CHCTEMHOT0 aIMUHHCTPUPOBAHUS CETEBON MH(DPACTPYKTYPHI
aIMHHHCTpaTOpa 2 | UHCTpyMEHTHI u 000py/I0BaHHE s | 1/66 82 JlenoBast
POCKTHUPOBAHUS, peanu3aiuu u urpa
AJIMHUHHCTPUPOBAHUS CETEBON HHPPACTPYKTYPHI
3 | MlHCTpyMEHTBI U Marepuaiibl Uis MOHUTOpuHra u | 1/67 83 KY
HOJJICP’KKH Pab0TOCTIOCOOHOCTH CETH
4 | UHCTpYMEHTBI U MaTepHaibl Jjisi MOHHTOpHMHTA U | 1/68 84 Cemunap
MO/IJIEPKKHA PaOOTOCTIOCOOHOCTH CETH
5 | Dkojoruueckue  HOpPMBI  Tpou3BojacTBa W | 1/69 85 Jlexrust
DKCIUTyaTaIllH CeTeH.
BbiBogi 00BEKTOB ceTeBOil uHOpacTpykTypbl u3 | 1/70 KY
DKCIUTyaTaIiu. Y THIH3aIHsI
6 | OxpaHna Tpyna. 1/71 86 JlenoBast
urpa
Oxpana Tpy/a. 1/72 KY [Moxroroska
K UTOTOBO-
MY 3aHSITHIO
19 | UtoroBoe 3ausTHE 1/73 99 Hrorosoe
3aHSITHE
20 | UroroBoe 3aHsTHe 1/74 100 Hrorosoe
3aHSTHE
KouncyabTanuun 4
JIK3aMeH
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O0BéM o0pa3oBaTeIbHOI Harpy3ku — — 84yaca, U3 HUX:
HArpy3ku BO B3aMMO/IeHCTBHMH ¢ npenojaaBaTteeM — 74 yaca, B T.4. JJabopaTopHbIX padoTt 32 yaca,
CaMOCTOATEIbHOI PadoThl — 6 YacoB, KOHCYJbTALUM - 4 yaca, JK3aMeH - 3 yaca.

Paznen 4.Cucrembl 62
aBTOMATH3HPOBAHHOIO
NPOEeKTHPOBAHUS
MK 01.04CucremMbl 62
aBTOMATH3HPOBAHHOTO
NPOEeKTHPOBAHUS
Tema 4.1 Conepxanue 14
CTpykTypa, BUABI , 1. | Beenenue. 1/1 1 Jlexuus-
¢pynkuun CAIIP. Oecena
2 | TumoBast JormyecKasi cXema NpPOeKTHPOBAHHUS 1/2 2 Jlexnus
3 | KommiekcHbie aBTOMATU3HPOBAHHBIE 1/3 3 Jlexumst
CUCTEMBI.
4 | Cucrembl aBTOMAaTU3UPOBAHHOIO 1/4 4 KY
npoektupoBanus. CAIIP  kak  crioxHas
cucTeMa.
5 | Knaccudpukamus CAIIP. O630p CAIIP nns 1/5 5 Jexuus
npoektupoBanus LY.
CAD/CAM/CAE cucremsl 1/6 Jlexuus
bubnuorexn JJIEMEHTOB CAIIP. 1/7 KY
Onrumusanudg cxeM u miat 8 CAIIP
8 | MeTopl TEOMETPHUECKOTO MOJIEIIMPOBAHUS U 1/8 8 KY
croco6b! OPMUPOBAHUS MOJIETIEH.
1 | IIpoexkTupoBaHHE HNEMEHTOB B CTAaHAAPTHBIX 1/9 9 JIaGoparopHast
IMaKeTax MPUKIAOHBIX IPOrpaMM pabora 1
2 | [IpoekTupoBaHme STEMEHTOB B CTaHIAPTHBIX 1/10 10 JIaGoparopHast
MaKeTax MPHKJIaJHBIX IPOrpaMM pabota 1
3 | [IpoexktupoBarre YI'O u cxem IV B 1/11 11 | JlaGoparopuast
CTaHJAPTHBIX MMaKeTax MPUKJIaTHBIX pabora 2
porpaMm
4 | IIpoextupoBanue YI'O u cxem LIY B 1/12 12 | JlaboparopHas
CTaHJAPTHBIX MaKeTaX MPUKIAIHBIX pabora 2
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IporpaMm

5 | IIpoexktupoBanue snemenToB, YI'O u cxem 1/13 13 JIaGopatopHast
LY rpaduueckux pepakTopax. pabora 3
6 | [IpoexktupoBanue snemenToB, YI'O u cxem 1/14 14 JlaGopatopHast
LY rpadudeckux peaakTopax. pabora 3
Tema 4.2 Conepxanue 22
ABTOMATH3HPOBAHHOE 1 OCHOBHBIE TPUHITUIIBI PAOOTHI CUCTEMBI 1/15 15 Jlexuus
NPOEKTHPOBaHHE KOMIITAC. NnTepdetic mporpammsl
yepTexed U Moaesel 2 IToctpoenue cxem u mozeneit B CAIIP 1/16 16 KY Pemenue
Kommac 3a1a4
1 Pabora ¢ komanmamu B cucteMe KOMITAC 1/17 17 JIaGopatopHast
pabora 4
2 Pabota c komangamu B cucteme KOMIIAC 1/18 18 | JlaGoparopHas
paborta 4
3 Pabora ¢ 1okymMmeHTaMu B CUCTEME 1/19 19 | JlaGoparopnas
KOMITAC. Tunsl 1OKyMEHTOB pabora 5
4 Pabora ¢ tokymMmeHTaMu B CUCTEME 1/20 20 JIaGopaTopHast
KOMITAC. Tursl JOKyMEHTOB pabora 5
5 [TocTpoeHne reoMeTpuYecKuX 0ObEKTOB B 1/21 21 | JlabopatopHas
cucreme KOMITAC. OtoOpaxeHne CBONCTB pabora 6
U peJlaKTUPOBaHNE 00BEKTOB
6 [TocTpoeHme reoMeTpHIECKUX OOHEKTOB B 1/22 22 | JlaGoparopHast
cucreme KOMITAC. OtoGpakeHne CBOWCTB pabora 6
Y PeIaKTUPOBAHNE OOBEKTOB
7 BrlnonHeHne uepTexeil 1eTanu B cucTeMe 1/23 23 | JlaboparopHas
KOMIIAC. pabora 7
8 BrinonHenue ueprexei AeTaliu B CUCTEME 1/24 24 JIaGoparopHast
KOMIIAC pabora 7
9 Co3znanue cOOpOYHOTO YepTeKa B CHCTEME 1/25 25 | JlaGoparopHas
KOMITAC pabora 8
10 | Co3maHme cOOPOYHOTO YepTEkKA B CUCTEME 1/26 26 | JlaGoparopHas
KOMIIAC paborta 8
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11 | PaGoTa co cTaHAapTHBIMU U3ACTUIMH B 1/27 27 JIaboparopHast
cucteme KOMITAC pabora 9
12 | PabGoTa co cTaHIapTHBIMY U3ICTUSMU B 1/28 28 JIaboparopHast
cucreme KOMIITAC pabota 9
13 | Pabota co cienupukanusiMi 1 TEKCTOBBIMH 1/29 29 | JlaGoparopHas
nokymentamMu B cucteme KOMITAC pabora 10
14 | Pabota co cienupuKanusIMi U TEKCTOBBIMH 1/30 30 JIaboparopHast
nokymeHtamMu B cucteMe KOMITAC pabora 10
15 | MoaenupoBaHy€e TUIIOBBIX TPEXMEPHBIX 1/31 31 | Jlaboparopnas
o0bekToB B cucteme KOMITAC. pabora 11
16 | MoaenupoBaHUE TUIIOBBIX TPEXMEPHBIX 1/32 32 | JlaboparopHas
o0bekToB B cucteme KOMITAC. pabora 11
17 | Pa3pabotka npoekTtoB LY mo Bapuantam B 1/33 33 | JlaGoparopHas
cucreme KOMITAC pabora 12
18 | Pa3pabotka npoekTtos LY mo BapuanTam B 1/34 34 | JlabGoparopHas
cucreme KOMITAC pabora 12
19 | Pa3pabotka npoekTtoB LY mo Bapuantam 1/35 35 | JlaGoparopHas
pabora 13
20 | Pazpabotka npoekros LY mo Bapuantam 1/36 36 | Jlaboparopnas Ortuer 1
pabora 13
Tema 4.3 Conep:kanue 24 12
KommyTanuonno- 1 | ITocraHoBKa M METOJIbl pPELICHUs 3a7a4 1/37 37 Jexuus
MOHTAKHOE KOMMYTaIlMOHHO-MOHTA)KHOTO
aBTOMATHU3HPOBAHHOE npoekTrpoBanus. O630p CAIIP
NMPOEKTHPOBAHHE 2 | CAIIP Cisco Packet tracer. 1/38 38 Jlexuust
1 | 3nakomctBo ¢ untepdericom CAIIP Cisco 1/39 39 | JlaGoparopHas
Packet tracer pabora 14
2 | Pabora ¢ pemakTopom co3aanus KommoHentos | 1/40 40 | JlabGoparopHas
pabora 14
3 | Pabora ¢ penakTopom co3aanus KomrnoHentos | 1/41 41 | JlaGoparopHas
pabora 15
4 | ®opmupoBaHue OMOINOTEKH FTIEMEHTOB . 1/42 42 | JlaGoparopHast
pabora 15
5 | Co3manue U UCIOJIb30BaHUE Ia0JIOHOB. 1/43 43 | JlabopaTtopHast

52




VYyebHas npakTuka (coaepxaHue B padboyeil nporpaMme NpakTUKH) 108 pabora 16

6 | PaGora c penakTopoM CETEBBIX COSAUHEHUI yddés 3 44 | JlaboparopHas
pabora 16

7 | Pabota c peqakTopoM CeTEeBBIX COCTUHEHUI 1/45 3 45 | JlaGoparopHas
pabora 17

8 | YcranoBka nmapameTpoB. 1/46 3 46 | JlaGoparopHas
pabora 17

9 | Hactpoiika mpoTOKOJIOB 1/47 3 47 | JlaboparopHas
pabota 18

10 | Hacrpoiika mpoTOKOJIOB 1/48 3 48 | JlaboparopHas
pabora 18

11 | Hacrpotika mpOTOKOJIOB 1/49 3 49 | JlaboparopHas
pabora 19

12 | Hacrpoiika 1octyna v 3aiuThl JaHHBIX 1/50 3 50 JIaGopaTopHast
pabora 19

13 | Hacrpoiika 1ocTyna v 3aiuThl JaHHBIX 1/51 3 51 | JlaGoparopHast
pabota 20

14 | ITeuaTts cxem. KonBepTramus cxem 1/52 3 52 JIaGopatopHast OTueThl
pab6ora 20

15 | CnennanusupoBanubie CAITP 1/53 53 KY

16 | CnenmanusupoBanusie CAITP 1/54 54 Ky

17 | denoBas urpa rno npoeKTUPOBAHHUIO CETEBON 1/55 3 55 KY

uH(pactpykTypsl B CAIIP
18 | [lenoBas urpa mo npoeKTUPOBAHHUIO CETEBOU 1/56 3 56 KY [Toaroros
uH(pactpykTypsl B CAIIP ka k KP

19 | KonrposabHas pabora 1/57 3 57 KP

20 | KonTposbHas paboTa 1/58 3 58 KP

21 | IloBTOpEHUE M 3aKpeIIeHe MaTepraa 1/59 3 59 KY

22 | IloBTOpEHNE M 3aKpeIuIeHHe MaTepraa 1/60 3 60 KY

23 | InddepeHnrpoBaHHbIN 3a4eT 1/61 3 61 13

24 | lnddepeHIpoBaHHBIN 3a4eT 1/62 3 62 13

O0Bém o0pa3oBaTeIbHOI HArpY3Kkn — 664aca, U3 HUX:
HArpPY3KH BO B3aMMO/JeliCTBHM C NMpenoaaBartesieM — 62 yaca, B T.4. JJaOopaTopHbIX padot -40 yacos, Aug. 3a4er- 2 yaca,
€caMoOCTOSITeJIbHOM padoThl — 4 yaca.
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IIpon3BocTBEeHHAs NpakTHKa (cojepkaHue B pabouell mporpaMme MpaKkTUKH) 144
yaca

KoHncynpranuu k 3x3ameny no [IM.01 6 yacoB

[IpomexxyTouHnas arrecranus — 3k3amen mo [1M.01 6 JacoB

Htoro no IIM 01 O6bém o0pa3oBaTeIbHOIi HArPY3KkH — — 796 yacoB, U3 HUX:
caMoCTOsITeJIbHOM padoThl — S50 yacos,
HArpy3KH BO B3aumMoJelicTBHM ¢ npenoaaBaTtenem — 440 yaca,
B T.4. JIADOPATOPHO-NPAKTHYECKUX PadoT -212 yacoB, koHcyJabTanuii -36 yacos . [IMA (3x3ameHoB) - 18 yacos.
yueOHoil npakTuku — 108 yacos, npon3BoacTBeHHOM NpakTHKH- 144 yaca.
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3. YCJIOBUSA PEAJIN3AIIAN PABOYEM ITPOT'PAMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. Jus peanuzanuu padodeid mnporpamMmbl NPo¢ecCHOHAIBHOIO
MOAYJSA  JOJKHBI  OBITH MPEeIyCMOTPEHBbI  CJEAyIoLIHe CIelHAJbHbIe
MOMEICHUS

JIaGoparopuss «OpraHuzanuss ¥ HPUHLUIBL TTOCTPOEHHS] KOMIIbIOTEPHBIX
CUCTEM», OCHAILLEHHbIE B COOTBETCTBUU C M. 6.1.2.1. [IpumepHON mporpaMMsl 1o
cneruanbHocTh 09.02.06 «CeTeBoe M CHCTEMHOE aIMUHUCTPUPOBAHUE).

Cryaus IlpoexkTupoBaHus M Ju3ailHA CETEBBIX APXUTEKTYpP U UHKEHEPHOU
rpaduKy, OCHAIEHHAass B COOTBETCTBHUM C 1. 6.1.2.2. [IpuMepHOI TIporpaMmbl 10O
cneruanbHocTh 09.02.06 «CeTeBoe M CHCTEMHOE aIMUHUCTPUPOBAHUE).

OcHanieHnble 0a3bpl MPAaKTHKU, B cOOTBeTCTBUHM ¢ m 6.1.2.3 IlpumepHoit
nporpaMmmbl 1o crnennanbHocTH  09.02.06  «CereBoe W CHUCTEMHOE
aJIMUHUCTPUPOBAHUEY.

3.2. HapopmanuoHHOe oOecniedeHne peau3auu NporpaMmmMbl

Jist peanuzanuu  mporpaMMbl  OMOIMOTEUHbIH (OHI 0O0pa3oBaTEILHOM
OpraHu3alliy J0DKEH UMETh MEeYaTHbIE W/ WK DJIEKTPOHHBIE 00pa3oBaTeIbHbIE U
WH(OPMAITMOHHBIE  PECYpChl, PEKOMEHAyeMble IS  HMCIOJb30BaHUS B
00pa30BaTeNLHOM IpOoILIecCe.

1) TOCT P 53245-2008  CucrteMbl KaOCIBHBIC CTPYKTYPHUPOBAaHHBIC.
MoHTax OCHOBHBIX Y3JIOB CHCT€MbI. METOIbI UCTIBITAHUS

2) no I'OCT P 53246-2008 Cuctemsl KaOelbHBIE CTPYKTypHPOBAaHHBIC.
[IpoekTupoBaHre OCHOBHBIX y3J10B cucTeMbl. O01IMe TpeOoBaHus

3) T'OCT 2-105-95 ECK/I. O6mmue TpeOboBaHMs K TEKCTOBBIM IOKYMEHTaM

4) TOCT 2.109-73 ECKJI. OcHOBHBIC TpeOOBaHUS K YyepTEkKaM

5) T'OCT 2.108-68 (ct COB 2516-80) M3rorosienne cOOPOUYHBIX YEPTEKEH
U crienuuKanim

6) I'VK M. AnmapartHbie Cpe/icTBa JIOKANbHBIX ceTer. Duiuknoneaus. CII16:
[TNUTEP, 2013

7) Makcumos H.B., ITonos 1.U.. KomnbroTepubie cetu: yueo. [Tocooue -M.:
OOPYM: UH®PA-M 2017.

8) Muxansuenko C.I'., EpemeeBa E.A. KoMmmbiOTEepHBIC CHCTEMBI M CETH.
[IpoextnpoBanue kommbroTepHbIX cerer B makere OPNET-Tomck, Mzn. TI'Y
CYwuP, 2019

9) Muxansuenko C.I'., MBanoB B.B. KommbroTepHBIE CHCTEMBI W CETH.
[IpoekTrpoBaHNEe KOMITBIOTEPHBIX ceTeil Ha 0a3e Mapuipytuzaropa CISCO-2801
OPNET - Tomck, U3a. TT'Y CYwuP, 2018

10) HoBoxwumos E.O. KowmmbroTepHble ceTu: yueOd. mocoOue s CTY/I.
yapexaeHuit cpen. mpod. oopazosanus / E.O.Hosoxwunos, O.I1.HoBoxumnos. — 2-
e u3ganue nepepad. u qon. — M.: Mznatenbekuit ieHTp «Akamgemusi», 2013.

11) Omupep B.I'., Omudep H.A. Kommbrorepubie cetd. IIpuHIMIGI,
texHosoruu, mpotokoibl. — CII6.: U3naTensckuii nom «Ilutepy, 2017.
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12) Yuncon O. MOHUTOPUHT H aHamU3 cered. MeToapl BBISBICHUS
HeucnpaBHocTel / On Yuncon. — M.: JIOPU, 2012.

13) YUekmaper HO.B. JlokanbHble BBIYHCIHTEIBHBIC ceTH. M3maHue BTOpOE,
ucnpasiaeHHoe u aonojiHeHHoe. — M.: JIMK Ilpecc, 2016.

NHTEepHET-UCTOYHUKHU:

1 DnexrpoHHass OMOIMOTEUYHAsT CHUCTEMa OOPa30BATEIBHOTO YUPEIKICHUS C
UHTEPHET-IOCTYIIOM K pecypcaM

2 XKypnan cereBbix pemenuii LAN [OnextpoHHbIN pecypc]. — Pexum mo-
cryma: URL:http://www.osp.ru/lan/#/home.

3 JKypHast 0 KOMIIBIOTEPHBIX CETAX U TEICKOMMYHHUKAITMOHHBIX TEXHOJIOTHUSIX
«Cetu U cUCTEMBI CBSI3W» [DNEeKTpoHHBIM pecypc]. — Pexum nmocryna: URL:
http://www.ccc.ru/.

4 Hay4yHO-TeXHUYECKUU u HAy4YHO-TIPOU3BOICTBEHHBIN KypHa
«MHpopMalIMOHHBIE TEXHOJOTUNY» [DIEKTPOHHBIN pecypc]. — Pexum pocryna:
URL.: http://www.novtex.ru/IT/.

1. Hamumonaneubsii OtkpbiThiil YHUBepcuteT «MMHTYUTY» [DnekTpoHHBIM
pecypc]. — Pexum nmocryma: URL: http://www.intuit.ru/. ( B T.4. CemenoB A.b.
AJMUHHUCTPUPOBAHUE CTPYKTYPUPOBAHHBIX KaOenbHbIX cucteM; CemeHoB A.b.
[IpoexkTpoBaHME U pacyeT CTPYKTYPUPOBAHHBIX KaOCIBHBIX CHUCTEM U
koMmroHeHToB; Bacun H.H. Iloctpoenume cereldi Ha 0a3e KOMMYTaTOpOB U
MapuIpyTU3aTOPOB U JP.)
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4. KOHTPOJIb U OIIEHKA PE3YJIbTATOB OCBOEHUA
IMPOPECCHUOHAJIBHOI'O MOAYJIA

Kon n HaumeHoBaHue

poeCCHOHATIBHBIX U

OOIIMX KOMITETEHIUI,
dhopMHUpyeMBIX B
pamMKax MOIYJIs

Kputepuu onenku

MeTtoarb! onieHKH

IIK 1.1. BeimmosHATE
MIPOCKTUPOBAHUE
KaOeIbHON CTPYKTYPBI
KOMITBIOTEPHOU CETH.

O11eHKa «OTJIMYHOY - TEXHUYECKOE
3aJ[aHue MTPOAHAIU3UPOBAHO,
aJITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY
3a7aHuio U 0hOpMIICH B
COOTBETCTBHH CO CTaHIapPTaMH,
MOSICHEHBI €r0 OCHOBHBIC
CTPYKTYPBIL.

O11eHKa «XOPOIII0Y -aJTOPUTM
pa3paboTan, 0OpMIICH B
COOTBETCTBHUH CO CTaHAapTaMH U
COOTBETCTBYET 3a/IaHUIO, MTOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

O1ieHKA «Y/10BJIE€TBOPUTEIbHO)Y -
aJITOPUTM pa3paboTaH 1
COOTBETCTBYET 33JJaHUIO.

Dk3aMmeH/3a4eT B hopme
co0eceI0BaHus:
MPaKTUYECKOE 3a/IaHuE
IO TMOCTPOSHUIO
aJITOpUTMA B
COOTBETCTBUHU C
TEXHUYECKUM 33JaHUEM

3ammra OT4YETOB 110
NPAaKTUYCCKUM U
nmabopaTopHbIM paboTam

IIK 1. 2.
OcyiecTBiATh BHIOOD
TEXHOJIOTHH,
WHCTPYMEHTAIBHBIX
CPEICTB U CPE/ICTB
BEIUHMCIIMTETEHOM
TEXHUKHU TIPU
OpraHHu3aI’
mpolecca pa3paboTKu
U UCCIIEIOBAHUS
00BEKTOB
npogecCuoHAIbHON
JEATEIIbHOCTH.

OrneHka «0TJINYHOY - TEXHUYECKOE
3aJjaHie IPOAHAIM3UPOBAHO,
JITOPUTM pa3zpaboTaH,
COOTBCTCTBYCT TEXHHUYCCKOMY
3a/IlaHuIo U 0POpPMIIECH B
COOTBETCTBUH CO CTaHJIAPTAMHU,
TIOSICHEHBI €r0 OCHOBHbBIE
CTPYKTYPBIL.

OreHKa «X0poIIo» -aIrOPUTM
paspabortan, 0hOpMIIECH B
COOTBETCTBHUH CO CTaHJIAPTAMHU U
COOTBETCTBYET 3aJJaHHIO, IIOSCHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.

OreHKa «y/10BJ1€TBOPUTEIbHOY -
QITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Dk3amen/3a4et B popme
co0ece10BaHuUs:
MPaKTUYECKOE 3a/IaHuUC
IO TMIOCTPOCHUIO
aJrOpuTMa B
COOTBETCTBHHU C
TEXHUUYECKUM 33JJaHUEM

3ammra OTYETOB 110
MPAKTUYECKUM U
nabopaTopHBIM paboTam
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IK 1. 3.
O0OeceunBaTh
3anMTy HHpOpMAIHK
B CETH C
HCIIOIB30BaHUEM
IPOrpaMMHO-
anrmapaTHbIX CPEJICTB.

O11leHKa «OTJIMYHOY - TEXHUYECKOE
3aJJaHKke IPOAHATM3UPOBAHO,
aJITOPUTM pa3paboTaH,
COOTBCTCTBYCT TCXHUYCCKOMY
3a7aHuio U 0hOpMIICH B
COOTBETCTBHH CO CTaHIapTaMH,
MOSICHEHBI €r0 OCHOBHBIC
CTPYKTYPBIL.

O11eHKa «XOPOLI0Y -aJITOPUTM
pa3paboTas, 0oOpMIICH B
COOTBETCTBHUH CO CTaHAapTaMH U
COOTBETCTBYET 3a/IaHUIO, TIOSCHCHBI
€ro OCHOBHBIE CTPYKTYPBI.

O1ieHKA «Y/I0BJIE€TBOPUTEIBLHO)Y -
aJITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

Dk3amen/3auet B hopme
co0eceI0BaHuUS:
MPaKTUYECKOE 3a/IaHuE
IO TMOCTPOSHUIO
aJITOpUTMA B
COOTBETCTBUH C
TEXHUYECKUM 33JaHUEM

3ammura OTYETOB 1O
NPaKTUIECKUM U
nabopaTopHBIM paboTam

[IK 1. 4. [Ipuaumathb
ydacTue B IpUeMO-
CIAaTOYHBIX
HCIBITAHUSAX
KOMITHIOTEPHBIX CeTel
U CETEBOTO
o0opynoBaHus
Pa3IMYHOTO YPOBHS U
B OIICHKE KayecTBa U
SKOHOMHYCCKOM

¢ dexTuBHOCTH
CETEBOI TOMIOJIOTHUH.

O1eHKa «OTJIMYHO)Y - TEXHUYECKOE
3aJ[aHue MTPOAHAIN3UPOBAHO,
aJITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUYECKOMY
3a7aHuio U 0hOPMIICH B
COOTBETCTBHH CO CTaHIApTaMH,
MOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBIL.

O1eHKa «XOPOIII0Y -aJTOPUTM
pa3paboTan, 0OpMIICH B
COOTBETCTBHUH CO CTaHAapTaMH U
COOTBETCTBYET 3a/IaHHUIO, TIOSCHCHBI
€r0 OCHOBHBIC CTPYKTYPHI.

O1ieHKa «y/0BJIETBOPUTEIbHO) -
JITOPUTM pa3paboTaH U
COOTBETCTBYET 33/IaHUIO.

Dk3amen/3a4et B popme
co0ece10BaHuUs:
NPaKTUYECKOE 3a/IaHUC
IO TMIOCTPOCHUIO
aJITOpUTMA B
COOTBETCTBHHU C
TEXHUYECKUM 33aHUEM

3ammra OTYETOB MO
NPAaKTUYCCKUM U
nabopaTopHbIM paboTam

[IK 1. 5. BeimoansaTe
TpeboBaHUs
HOPMAaTUBHO-
TEXHUYECKON
JTOKYMEHTAIUU, UMETh
OMBIT O(hOpMIIEHUS
IIPOECKTHOMN
JOKYMEHTAI1H.

OrneHka «OTJINYHOY - TEXHUYECKOE
3aJjaHie IPOAHATIM3UPOBAHO,
AITOPUTM pa3padoTaH,
COOTBCTCTBYCT TEXHUYCCKOMY
3a/laHuio U 0POpPMIIEH B
COOTBETCTBUH CO CTaHJIAPTAMHU,
TIOSICHEHBI €r0 OCHOBHbBIE
CTPYKTYPBIL.

OreHKa «X0poIIo» -aIrOPUTM
paspabotan, 0hOpMIICH B
COOTBETCTBHUH CO CTaHJIAPTAMHU U
COOTBETCTBYET 3aJJaHHIO, IIOSCHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.

O1eHKa «y/10BJE€TBOPUTEIbHO) -
QITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Dk3amen/3a4et B popme
co0Oece10BaHUs:
MPaKTUYECKOE 3aJjaHKe
IO TMIOCTPOCHUIO
aJIrOpuUTMa B
COOTBETCTBHHU C
TEXHUUYECKUM 33aJJaHUEM

3amuTra OT4ETOB 110
MPAKTUYECKUM U
nmabopaTopHBIM paboTam
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OK 01. Beibupats criocoOb1
pelieHus 3a1aq
npodeCCHOHATLHON
NeSTebHOCTH,
MPUMEHUTEIHHO K
Pa3JIMYHBIM KOHTCKCTaM.

— 00OCHOBaHHOCTbH [TOCTAHOBKH
1eJIN, BBIOOPA U TIPUMEHEHUS
METOJIOB U CIIOCOOO0B PELICHUS
npoheCCHOHATTLHBIX 3a/1a4;

- aJIcKBaTHAasl OIICHKA M CaMOOIEHKa
3¢ PEeKTUBHOCTH 1 KauecTBa
BBITIOJTHEHUS TIPOPECCHOHATHHBIX
3aa4

OIT1 02.0Ocy11ecTBaAsTh
MIOWCK, aHAJIN3 U
WHTEPIPETAIIIO
nHpopManuu,
HEOOXOTUMOM IS
BBITTOJIHEHUS 3a/1a4

- UCIIOJIb30BAHWEC PA3JIMYHBIX
HMCTOYHHUKOB, BKJIFOYAsl JIEKTPOHHBIE
pecypcesl, meauapecypcesl, THTepHeT-
pecypcbl, NEPUOIUYECKUE U3TAHMS
110 CIICHUAJIBHOCTHU IJIA pCHICHUA
npodeccnoHanbHbIX 3a7a4

npodeccnoHaTBEHOMI

JEATEILHOCTH.

OK 03. IlnanupoBars u - IEMOHCTpaIMsl OTBETCTBEHHOCTH 3a
peann30BbIBATH NPUHSTHIC PEIICHHS

COOCTBEHHOE - 000CHOBAaHHOCTh CaMOaHAIIN3a U

npodeccuoHansHoE U
JIMYHOCTHOE Pa3BHUTHE.

KOPPEKLUS pe3yIbTaTOB
cOoOCTBEHHOU paboOThI;

OK 04. Paborats B
KOJUICKTHUBE U KOMaH/Ie,
3pPEeKTHBHO
B3aHMO/ICHICTBOBATH C
KOJUIET'aMH, PYKOBOJICTBOM,
KJIMCHTaMHU.

- B3aUMOJICHCTBHE C
00y4aroIuMHuCs, IPernoiaBaTeIsIMu
U MacTepaMu B X07ie 00y4eHuUsl, ¢
PYKOBOJUTENAMHU Y4€OHOH U
IIPOU3BOJCTBEHHOM IPAKTHK;

- 000CHOBaHHOCTb aHaJIN3a PabOThI
4JICHOB KOMaH/1bl (IIOAYMHEHHBIX)

OK 05. OcymiecTBisATh
YCTHYIO ¥ TUCHBMEHHYIO
KOMMYHHKAIUIO Ha
TOCYJapCTBEHHOM SI3BIKE C
y4eTOM 0COOEHHOCTEH
COIMATIBHOTO U
KYJIBTYPHOI'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOW U TMCbMEHHOMN
peun,

- ICHOCTh ()OPMYITUPOBAHUS U
HM3J10KEHHS MBICIIEH

OK 06. TIposBasTh
IpakIaHCKO-
MaTPUOTUIECKYIO TIO3UIIHIO,
JI€MOHCTPHPOBATH
OCO3HAHHOE MTOBE/ICHUE Ha
OCHOBE O0IIEYEeIOBEUECKUX
IIEHHOCTEHN.

- cOOTIO/ICHNE HOPM TTOBEJICHHUS BO
BpeMsl yUeOHBIX 3aHATHH U
MIPOXOKJCHUS y4eOHOM U
MIPOU3BO/ICTBEHHOH MPAKTHK,

OK 07. CopneiicTBoBaTh
COXPAHEHUIO OKPYKAOIIEeH
cpensl,
pecypcocOepeKeHHIO,

3¢ (HeKTHBHO JAeCTBOBATH B
Ype3BBIYANHBIX CHTYAIIHSIX.

- 3(0peKTUBHOCTD BHITIOTHEHHSI
npasui Th Bo BpeMst yueOHBIX
3aHATHUH, TIPU TPOXOXKICHUU
y4eOHOU U TTPOU3BOJICTBEHHOM
MIPAKTHK;

- 3HaHWE U UCTIOIH30BAHUE
pecypcocOeperaromux TeXHOJIOTHi B
00J1acTH TEIEeKOMMYHHUKaIUN

OK 08. Hcnonbp3oBarh
cpencTBa PU3NIECKOM

- 3 PEeKTUBHO HCII0JIb30BATh
cpeacTBa GU3NYECKON KYIbTYpbI AJIs

Nurepnperanus
pe3yJIbTaToB
HabroeHuit 3a
JESTeTbHOCTBIO
oOyuaromerocs B
nporecce OCBOCHUS
o0pa3oBaTenbHOM
IPOTrpaMMBbI

DKCIEPTHOE
Ha0II0IcHUE U
OLICHKA Ha
n1abopaTopHoO -
MPAKTUYECKUX
3aHSATHSIX, IPU
BBHITIOJTHEHUH paboT
o yueOHOM U
MIPOU3BOJICTBEHHOU
MIPAKTUKAM

OK3aMeH
KBaJIM(DUKAIIMOHHBIH
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KYJBTYPBI U1 COXPaHEHUS
U YKpEIUIEHUS 310POBbsI B
rporecce

COXPaHEHHsSI U YKPEIUICHHS 3I0POBbS
B Ipoliecce mpodeCCHOHaATbHON
JEATSILHOCTH U MOJICPIKAHNE

npoeccuOHaTBLHON HE00X0AUMOTO YPOBHSA (hPHU3UYECKOI
JIESITEIIbHOCTH U IOArOTOBJIIEHHOCTH.

noAAep)KaHue

HE00XOIMMOT0 YPOBHS

¢buznveckoi

IIOATOTOBJIEHHOCTH.

OK 09. Ucnons30Bath - 3¢ (eKTUBHOCTD UCIIOIB30BAHMUS
I/IH(l)OpMaI_[I/IOHHBIe I/IH(bOpMaHI/IOHHO-KOMMYHI/IKaHI/IOHHI)IX
TeXHOJOTHH B TEXHOJIOTHH B MPO(eCCHOHATBHOM
IPOdECCHOHATBHOI JEeSITEIbHOCTH COTIacHO (hOPMUPYEMBIM
EATEBHOCTH. YMEHHSAM U MOIydaeMOMYy

MPAKTUYCCKOMY OIBITY;

OK 10. ITons3oBatbcest
npodeccnoHanbHOM
JOKYMEHTalMen Ha
rocyAapCTBEHHOM U
WHOCTPAHHOM SI3bIKE.

- 3 peKTUBHOCTH UCTIOIL30BAHUS B
poeCCUOHATBHON JIEATEILHOCTH
HEOOXOIMMON TEXHUYECKOM
JOKYMEHTAlM1, B TOM YHCJIE Ha
AHTIINHACKOM SI3BIKE.

OK.11. IlnanupoBath
PEIIPUHIMATEIBCKYIO
JEATeIILHOCTD B
npodeccuoHaIbHON cdepe

- 3 deKTUBHO MIAHUPOBATH

P ATPUHIMATEITBCKYIO
JeSITeIbHOCTD B IPO(ECCUOHATLHON
cdepe pu MPOBEACHUN PAdOT 110
KOHCTPYHUPOBAHHIO CETCBOU

UHPPACTPYKTYPHI
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